


Sharing Files and Printers

For most people, the primary goal in setting up a wireless network is to share
an Internet connection. Second only to that is sharing files locally, or over the
Internet using local file servers on your end or remotely. You can set up file
sharing on both Windows and the Macintosh with relative ease, and you can
even share files between operating systems, as Table 13.1 shows below. You
need a program called Dave from Thursby Software Systems (www.thursby.com/
products/dave.html) to share files between Mac OS 9 and Windows.

((te))) NOTE
We include Unix in Table 13.1 (and we use the term loosely to mean Unix,
Linux, BSD, and other variants) for completeness, since Unix is remarkably
adept at talking to old and new Mac and Windows systems. In fact, with
Samba or Netatalk running (see table footnote), mounting a Unix volume is
identical to mounting a Windows or Mac volume.

Let’s look at how you set up basic file sharing.
Ny
_’l‘_ TIP
Both Windows and the Mac OS offer instructions for setting up file sharing in
their help systems, in case you need help beyond what we provide here.

Windows XP

The specific instructions for sharing files varies among different versions of
Windows, although the basics are the same. We concentrate on Windows XP
as the simplest and newest version.
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Table 13.1
File Sharing Compatibility at a Glance
Connecting | Connects to | Connects to | Connects to Mac Connects to Unix File
Platform Windows XP | Mac OS 9 OS X File Server Server*
File Server File Server
Windows XP | Yes Requires Yes, if Windows File Yes, if the SMB (Samba)
Dave in Mac | Sharing is turned on | service is running on the
0os9 in Mac OS X Unix machine
Mac OS 9 Requires Yes Yes Yes, if Netatalk or similar
Dave in Mac package is installed on
0s9 the Unix machine
Mac OS X Yes Yes Yes Yes, if Samba or Netatalk
is installed on the Unix
machine
Linux Yes Yes Yes Yes

* Most Unix variants shipped in the last several years either include or can easily have installed Windows-style Samba
servers (www.samba.org), Netatalk for AppleTalk and AppleShare (http://netatalk.sourceforge.net/), and other
packages for Windows and Mac compatibility.

¢))) NOTE

If you're using Windows 2000 Server or Windows Server 2003 (other than
the Web Edition), you can also turn on AppleTalk and Services for Macintosh,
which enable Macs (even those running Mac OS 9 or earlier) to connect to
shared folders. Check Microsoft’s help system for additional instructions.

Sharing Files

Follow these instructions to share a folder in Windows XP.

1. From Control Panel, open Network Connections, open Wireless Network
Connection, and click the Properties button to open the Properties

dialog.

2. Check both Client for Microsoft Networks and File and Printer Sharing
for Microsoft Networks, and then click OK (Figure 13.1).

3. Locate the folder you want to share, right-click it, and choose Sharing and
Security.

4. In the Network Sharing and Security part of the Shared Document
Properties dialog, check Share This Folder on the Network, enter a name
for the shared folder, and if you want people to be able to add and modify
files in the shared folder, check Allow Network Users to Change My Files
(Figure 13.2).
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Figure 13.1
Enabling file
sharing.

Figure 13.2
Sharing a folder.
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5. Click OK.

That’s all there is to it; the files in the shared folder should now be accessible
to any other computer on your network that can access a Windows shared

folder.

Accessing Shared Files
Follow these instructions on a computer running Windows XP to access shared

network folders.

1. From the Start menu, choose My Network Places.
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Figure 13.3
Accessing a shared
folder.

Mac OS 9

2. Click View Workgroup Computers. By default, Windows shows you just
the machines in your own workgroup (Figure 13.3). To reach computers
in other workgroups, use the location bar at the top of the window to
navigate up a level.
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3. Double-click the name of the computer to which you want to connect.

4. Typically, Windows prompts you to enter the user name and password for
access; it’s not wise to have unprotected folders, but some people still do.

The shared folder is now mounted, and shows up in lists of available volumes in
My Computer and other views. You can open and browse it just as you would
any other volume.

I e

You can use the Map Network Drive option in the Tools menu to set a
remote volume to mount automatically with the same drive letter each time
you restart.

Sharing and accessing files in Mac OS 9 is relatively easy, but remember that
you need Dave to integrate Mac OS 9 with Windows.

¢))) NOTE

Dave provides its own control panel for setting up file sharing, although it
integrates into the Chooser for accessing shared folders.

Sharing Files

InMac OS 9, if youre the only person using file sharing among your computers,
you can skip some of the configuration steps. Otherwise, you must work through
all the steps below.
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Figure 13.7
Browsing for
shared Macs in the
Chooser.

Figure 13.8
Entering the IP
address of a
shared Mac.

Accessing Shared Files
Once you've shared a disk or folder on one Mac, you can access them from

other Macs, though not Windows. Follow these steps on a Macintosh running

OSo9.

1. From the Apple menu, choose Chooser.

2. In the Chooser, click the AppleShare icon.
If any of your Macs use AppleTalk to share files, they appear in the list
under Select a File Server (Figure 13.7).

3. Either double-click a Mac in the list or click the Server IP Address button
and, in the dialog box that appears, enter the IP address of the server to which
you want to connect, and click the Connect button (Figure 13.8).

4. Inthe dialog box that appears, enter your user name and password for the

Mac that’s sharing the files you want to access, and then click Connect

(Figure 13.9).

TIP

Check Add to Keychain in the Connect dialog box if you don’t want to type
your password each time you access this Mac.

A dialog box appears with a list of accessible volumes (Figure 13.10).

Select the volume you want to access and click OK.
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Figure 13.9
Entering your
user name and
password.

Figure 13.10
Selecting a volume
to access.
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The shared disk or folder to which you’re connecting appears on your
Desktop like any other disk icon, and youre done.

I e

You can make an alias to any file or folder on the shared volume and double-
click it to mount the volume automatically in the future. If you want a particular
network volume available all the time, put an alias to the server in the Servers
folder in the System Folder.

Apple simplified the process of sharing files and connecting to shared folders
in Mac OS X, and added the capability to share files with Windows computers
and to access Windows shared folders. Dave works with Mac OS X, but it may
be needed only to replace Mac OS Xs built-in capabilities in specific situations,
such as on certain large networks.

Sharing Files

To share files with Macs and Windows-based computers, follow these steps:
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Figure 13.11
Configuring the
Sharing preferences
pane.

1. Open System Preferences, and click the Sharing icon to display the Sharing

preferences pane.

2. Inthe Services tab, select the On checkbox next to Personal File Sharing.

If you want to share files with

Windows users or via FTP, select the On

checkboxes next to those services as well (Figure 13.11).
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Other Macintosh users can access your computer at afp://10.0.1.16/

(@) lick the lock to prevent further changes.

3. Toshare files, put them in the Public folder in your Home folder, at which
point anyone can access them without needing a special user name or

password.

TIP

Once file sharing is turned on, anyone who has an account on your Mac OS X
machine can access it remotely using their normal user name and password,
but they’ll be limited to seeing the files that they can see when logged into

the machine normally.

TIP

If you want to share files outside of your Public folder with specific users, check
out HornWare'’s SharePoints, which makes Mac OS X work a bit more like Mac
OS 9 in terms of sharing files and working with users and groups. You can find
it at www.hornware.com/sharepoints/.

Accessing Shared Files

In Mac OS X 10.2, follow these steps to access folders shared via standard
Macintosh file sharing (AppleTalk File Protocol, or AFP), Windows file sharing

(SMB), FTP, or WebDAV.
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Creating a Software
Access Point

Although we've been talking entirely about hardware so far, there’s no reason
an access point can't exist entirely in software on a regular PC or Macintosh.
In fact, years ago, Apple embraced the notion that with an AirPort card, you
should be able to turn a computer into the equivalent of an access point even
while it carries out other tasks.

((t#))) NOTE

Despite Apple’s early Software Base Station support in Mac OS 8.6 and then
Mac OS 9, Mac OS X lacked the feature for nearly its first year and a half,
until Mac OS X 10.2 Jaguar came out in August 2002.

((ce))) NOTE

Thanks to an exclusive agreement with chip-set makers for its AirPort and
AirPort Extreme cards, only Apple can enable a special software mode that
makes a software access point act identically to a hardware access point.

Although Microsoft hasn’t built a true software access point feature into
Windows, you can simulate it using ad hoc networking. Microsoft is unlikely
to add this feature because it has recently started selling hardware wireless
gateways; other equipment makers are equally unlikely to offer it for the same
reason.

The main advantage of a software access point is clearly cost: Mac users, for
instance, can get virtually all the features of an AirPort Extreme Base Station,
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it

TIP

If you're using a third-party wireless network adapter or want more control than
Apple’s Software Base Station feature provides, check out Sustainable Softworks’
IPNetRouter (www.sustworks.com/site/prod_ipr_overview.html). It can
do everything Software Base Station can do and much more, in part because
Sustainable Softworks wrote much of Software Base Station for Apple.

Configuring Internet Sharing in Mac OS X

In Mac OS X 10.2 Jaguar, Apple renamed the Software Base Station feature
to Internet Sharing and relocated it from the AirPort utility to the Sharing

preferences pane in System Preferences.

NOTE

To share files between two wireless computers, you need only an ad hoc
network; it’s not necessary to turn on Internet Sharing. You can learn more
about ad hoc networking and file sharing, in Chapter 12, Creating an Ad Hoc
Wireless Network, and Chapter 13, Sharing Files & Printers.

Before starting, make sure you have either an Ethernet or an Internal Modem

connection set up in the Network preferences pane, as you can’t create a software

access point without one or the other active. Unlike the Software Base Station

in Mac OS 9, Jaguar’s Internet Sharing feature works whether you receive

your Internet connection via Ethernet, Internal Modem, or even AirPort. For

this example, we assume your Internet connection comes via Ethernet from

a cable modem.

1.

Open System Preferences, click Sharing, and click the Internet tab
(Figure 19.2).

In Mac OS X, check Share Your Internet Connection with AirPort-
Equipped Computers. In Mac OS X 10.3, choose either Built-in Ethernet
or Internal Modem (whichever matches how you access the Internet) from
the Share Your Connection Using pop-up menu, and then select AirPort
in the To Computers Using list.

In Mac OS X, if you want to enable DHCP service across both your
wireless and your connected wired network, check Share the Connection
with Other Computers on Built-in Ethernet.

Click AirPort Options to set the network name, channel, and WEP key.
Click Start.
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Figure 19.2
Configuring
Internet Sharing
in the Internet
tab of the Sharing
preferences pane.
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I e

If you turn on WEP in Mac OS X 10.2 and anticipate PCs or Macs without
AirPort cards ever wanting to access your network, we recommend you set the
WEP key using a dollar sign, followed by the 10-digit or 26-digit hexadecimal
key. Why? If you set the key using a normal passphrase, there’s no way for you
to extract a hexadecimal password for use with non-AirPort wireless network
adapters. Mac OS X 10.3 tells you to choose either a 5 character password
for 40-bit WEP or a 13 character password for 128-bit WEP for compatibility

with non-Apple hardware.

Windows XP and Routing Software

Although it isn’t possible to enable a true software access point under any
version of Windows, you can simulate one with ad hoc networking. Although
ad hoc networking doesn’t rely on a single machine to route traffic among
machines on a network, you can still have one of the computers on an ad hoc
wireless network also connected to an Ethernet-based Internet connection.
That Internet-connected machine can then act as the gateway that enables the
other machines on the ad hoc network to reach the Internet. This approach isn’t
as robust as a true software access point, but it can work fine in small networks

of only a few machines.
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coming from, and optionally alerts you. Extremely expensive network firewall
hardware can recognize thousands of these attack patterns.

Many firewalls also let you set access rules that vary by day of week and time
of day. Thus, when you’re paying attention to the network, it can operate at
a lower level of security. This makes it easier to carry out routine tasks that
otherwise might be tedious with the firewall in place.

Practically every gateway we've looked at includes a built-in firewall, although
these bundled firewalls tend to be primitive. Refer to your manual for details
on how to configure your gateway’s firewall.

If you’re roaming, or want more granular control, you can install personal
firewall software on individual computers. You could try Windows XP’s
built-in firewall, but we recommend the more full-featured ZoneAlarm Pro
(www.zonelabs.com) for Windows, a powerful but easy-to-use package that’s
cheap and well supported. On the Mac, Glenn swears by Intego’s NetBarrier
X3 (www.intego.com/netbarrier/). Under Mac OS 9, Adam likes Sustainable
Softworks’ IPNetSentry (www.sustworks.com/site/prod_ipns_overview.html); in
Mac OS X, he uses the built-in firewall or Sustainable Softworks’ IPNetSentryX
(www.sustworks.com/site/prod_sentryx_overview.html). If you want more control
over Mac OS X’s built-in firewall, check out the shareware BrickHouse utility
at http://personalpages.tds.net/~brian_hill/brickhouse.html.

®))) NOTE

Zone Labs offers a version of ZoneAlarm that works hand-in-hand with some
Linksys gateways, like the EtherFast BEFW1154 we cover in Chapter 17, Setting
up a Gateway. See Linksys’s Web site at www.linksys.com for details.

I e

When configuring a firewall, the standard approach is to deny all access,
then open specific holes in the firewall. That way, it’s much easier to figure
out what'’s happening in an attack, since the set of possible ways through the
firewall is small. The only downside is that you must spend time determining
which ports to open.

I e

If you use Dantz Development’s Retrospect backup program or Netopia’s
Timbuktu Pro remote control program, you might go crazy troubleshooting
connection problems with certain remote machines. It’s almost always because
the firewall is on. Read the FAQs at www.dantz.com and www.netopia.com
on which ports to open.
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Enabling the Windows XP Firewall

Commercial firewall software may give you more options and a better interface,

but the built-in firewall software in Windows XP will do the job.
In Windows XP, follow these directions to set up a firewall:
1. Open Control Panel, and then double-click Network Connections.

2. Select the connection you want to secure (you can repeat this for multiple
connections).

3. In the left pane, click Change Settings of This Connection under the
Network Tasks area.

4. Click the Advanced button.

5. Check Protect My Computer and Network by Limiting or Preventing
Access to This Computer from the Internet.

Enabling the Mac OS X Firewall

In Mac OS X, enabling the firewall is extremely easy. Follow these steps:

1. Open System Preferences, and click Sharing to open the Sharing preferences
pane.

2. Click the Firewall tab, and click Start.

3. Select any services that need outside access.

4. Click New or Edit to modify the services listed.

NAT (Network Address Translation)

Running NAT on your gateway eliminates the possibility of many break-ins
because NAT addresses are typically private—restricted to the local network—
and thus unreachable from the outside world (see Appendix A, Networking
Basics, and Chapter 16, Buying a Wireless Gateway, for more details on NAT).
Whenever a computer with a private address on the local network requests a
connection with another machine on the Internet, the NAT gateway rewrites
the request so it appears to have come from the NAT gateway, which must run
on a publicly reachable computer.

If someone tries to attack a network protected by NAT, only the gateway is
exposed. A gateway may have some vulnerability, but gateways are typically
much more capable of resisting attacks because their software is so simple and
they don’t have many ports open—possibly none at all. Because gateways don’t
do that much, it’s hard to hijack them.
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Some people call NAT a “passive firewall,” and many manufacturers that
advertise gateways with firewalls are really offering only NAT.

You should be aware that NAT doesn’t protect you from other users on the
same network, such as in a coffeehouse or hotel.
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buying an antenna. Similarly, when you install it, mount it as securely as possible.

If you mount it on a round pole, make sure it can’t rotate on the pole—the

antenna is more likely to rotate in the wind than to blow over entirely.

Making Long-Range Wireless Connections

We've talked about antennas, cable, pigtails,
and connectors, but into what do you plug the
pigtail? Whether you're connecting to a WISP
or extending your existing network as discussed
in the previous chapter, your wireless device
must act like a client, that is, like a normal
wireless-capable computer connecting to an
access point. In fact, if you want to connect
only a single computer to a WISP, you can
install a wireless network adapter that has an
antenna jack and connect it to your pigtail.
More difficult is connecting an entire network
to a long-range wireless connection, and for

that you have two options:

Network server. Connect a wireless network
adapter to a computer, attach the antenna (via
a pigtail) to the wireless network adapter, and
run software on the computer that turns the
computer into a gateway. For Windows XP,
you can use its built-in capability to share an
Internet connection, which we cover in Chapter
19, Creating a Software Access Point. For Mac
OS X, try using Brian Hill’s $25 shareware
BrickHouse utility (see http://persondlpages.
tds.net/~brian_hill/brickhouse.html) to
configure Mac OS X’s built-in Internet
Sharing feature. For Mac OS 9, check out
the $89 IPNetRouter from Sustainable Soft-
works at www.sustworks.com/site/prod_ipr_
overview.html. Your computer must then con-
nect via normal wired Ethernet to an Ethernet
hub, and if you want to provide internal wireless
network access as well, instead of a plain hub,

use a wireless gateway that integrates an access
point and an Ethernet hub. The downside of
this approach is that the connection is active
only when the computer is on and functioning,
soit’s a task best handled by a computer that no-
body uses for regular work—older computers,
particularly space- and power-saving laptops,

often work well in this situation.

Wireless Ethernet bridge. Use a wireless
Ethernet bridge such as the Linksys WET11
(www.linksys.com/Products/product.asp?grid
=22&prid=432) or the smartBridges airBridge
(www. smartbridges.com/new/products/ab.php),
both of which can accept external antennas and
can bridge the long-range wireless connection
to awired Ethernet network. (See Chapter 20,
Bridging Wireless Networks, for more details.)
Again, if you want to provide internal wire-
less network access, you must also connect the
wireless Ethernet bridge to a wireless gateway.
(Just because a wireless gateway says it provides
bridging between wired and wireless networks
does not mean it can bridge a long-range wire-
less connection. That’s because most wireless
gateways can run their wireless radios only as
access points, where they’re acting as a hub fora
wireless network, rather than as clients, where

they’re connecting to another access point.)

In either case, you probably want to run NAT
and DHCP to provide private IP addresses
for your computers. See Chapter 16, Buying a

Wireless Gateway, for more information.
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Figure 34.13
Simple antenna sled
design.

Also pay close attention to your cable and connectors. Most antenna cable is
designed for outdoor use, and threaded connectors provide much more secure
connections than push-on or twist-to-lock connectors. Threaded connectors can
be fairly waterproof, but it’s still a good idea to wrap them in waterproof tape,
since water has a nasty habit of infiltrating even the most secure connections.
If the vendor you buy your antenna gear from doesn’t carry it, you can find
waterproof tape suitable for this task at Radio Shack. If possible, make sure
the tape can hold up under ultraviolet radiation, too.

[ e

Several companies sell “ruggedized” enclosures, which are waterproof boxes
that resemble the plastic phone company boxes on the outside of your house.
You can use these cases for installing wireless networking gear outdoors. Of
course, electronics generate heat, so the heat in the box, especially on a hot
day, could cause hardware failures.

If you plan to attach your antenna to a building, make sure everything is
securely fastened down. In many cases, there may be no obvious place to attach
mounting brackets, or you may not have permission to make such modifications
to the building. In a situation where you have a flat roof, consider constructing
a sturdy sled with a wooden base and supports (Figure 34.13). As long as you
weigh down the base with concrete blocks or sandbags, the sled should work
fine (but make sure it won’t damage the roof surface).

(¢



Networkin 4 Basics

Although wireless networks are easy to assemble and maintain, they’re still
networks, and a certain level of comfort with conventional networking can help
you understand how your wireless network works. More importantly, most
people rarely connect only wireless devices to a network, but must also hook
in Ethernet printers and older wired machines, so some additional background
in networking serves you well there, too.

When it comes to networking knowledge, we suspect you fall into one of three
categories:

¢ Although you know computers can hook together into networks, you don’t
know much about 10Base-T Ethernet, never considered the difference
between a hub and a gateway, and truly feel lost when contemplating
whether or not you should use a crossover cable when connecting two
network devices. Don’t feel ashamed—we all started somewhere, but you'll
want to read this entire appendix carefully. Also, this appendix can act as
an ongoing reference if you hit rocky spots while setting up a network.

* You've performed some simple networking before, perhaps connecting a
couple of computers to each other via a hub so you could transfer files back
and forth and share a high-speed Internet connection. When push comes
to shove, you can probably make most network devices work via trial and
error, but youre not sure how it all works. We recommend you read this
appendix, skipping any sections that cover information you’re sure you
already know. Refer back as you encounter less familiar concepts in the book:
a few minutes of reading can save hours of fruitless experimentation.
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® You're a network administrator with lots of certification letters after your
name, and we should ask you for help. No need to waste your time here—to
quote Obi-Wan Kenobi, these aren’t the droids you're looking for, and
that’s why we've put this information in an appendix.

For those of you in the first two categories, let’s start with a real-world analogy
so we're all on the same page.

What's a Network?

What’s a network? Put simply, networks transport data from one computer
to another. When you try to wrap your head around the concept of networks,
it can help to think of them in terms of everyday transportation systems, like
highways or railroads.

For instance, consider a railroad. It’s made up of stations and freight yards
connected by tracks. On the tracks, freight trains carry cargo containers; each
container is labeled with a description of the container’s eventual destination.

Now let’s translate our railroad network into a computer network. Our computers
are the railroad stations along the tracks, and the tracks are the wires that run
from computer to computer. Cargo carried on a freight train travels in containers;
data carried on a network—computer files, Web pages, email messages, and so
on—travels in packets. In the networking world, packets play a key role in moving
data around. A packet contains a small chunk of a larger piece of data that’s been
divided up. Every packet has a seader that states where it came from and where it’s
heading, performing the same task as the routing label on each cargo container.

Just as almost all railroads now use the same gauge track for compatibility
reasons, adherence to standards in computer networking is essential. For
instance, you can’t use any old wire to connect computers, and if you mix wire
types, you run into exactly the same situation that early railroads of different
gauges experienced—workers had to transfer cargo from one train to another,
which required a special device like a crane and tended to slow down delivery
time. Although you can choose from a variety of acceptable wire types, it’s
best to stick with one type.

The same principle applies when you connect a wired network to a wireless
network. Making the connection is like transferring containers from a railroad
car to a cargo plane. The cargo containers remain the same, and their labels
still say where theyre headed, but you've traded the rigidly constrained world
of railroad tracks and stations for wide-open airways and airports.
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