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Wireless Standards

No matter what the context, successful communication can take place only if 
all parties are speaking the same language. In the networking world, such a 
language is called a specification, and if it’s sufficiently agreed-upon by enough 
parties or given a stamp of approval by an industry body, it may increase in 
status to become a standard.

That’s the theory, anyway, but every industry has a host of so-called standards 
that fail to work with one another and are a point of competition between 
manufacturers. However, the wireless networking world has, remarkably, almost 
entirely evolved beyond this quagmire of competing standards. When you talk 
about wireless networking, you’re talking about a family of standards that work 
together: equipment that supports one standard is always compatible with other 
devices that support the same standard. Even better, backward compatibility 
has been the rule rather than the exception.

From 1999 to 2001, the lead specification was IEEE 802.11b, also known as Wi-
Fi, or by Apple’s name for the technology, AirPort. 802.11b was wildly successful, 
and companies have sold tens of millions of devices that support it.

In 2001, the much-faster 802.11a standard finally appeared in shipping 
equipment, and although it was similar to 802.11b, the two standards couldn’t 
work with each other because they use different parts of the spectrum.

The solution for achieving 802.11a’s speed while maintaining compatibility with 
802.11b finally came in 2003 with 802.11g. This latest standard runs as fast as 
802.11a while working in the same frequencies as 802.11b, thus providing full 
backward compatibility with all those millions and millions of 802.11b devices. 
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Wi-Fi’s status is no longer in question: with its competitors dead and with 
devices in millions of homes and businesses, Wi-Fi is the undisputed king of 
the wireless networking hill.

Nonetheless, for specialized purposes, other wireless standards have entered 
the game, such as Bluetooth for short-range, low-power data synchronization, 
or WiMax, for long-distance, point-to-point network backhaul. We’ll talk 
about all these standards, and ways that Wi-Fi will be extended, in Chapter 
4, Other Wireless Standards.

Wi-Fi is supposed to imply “wireless fidel-
ity” and convey the notion of sending data 
with high quality. It’s actually a trademark of 
the Wi-Fi Alliance, an industry association 
that led the charge to ensure compatibility 
among devices from different manufactur-
ers using the IEEE 802.11b standard, and 
more recently both 802.11a and 802.11g 
(www.wifialliance.com). The Wi-Fi Alliance 
was so successful at spreading the name 
Wi-Fi that it changed its name from the 
more clunky but more explanatory Wireless 
Ethernet Compatibility Alliance. The Wi-
Fi Alliance requires substantial membership 
fees from members who submit their equip-
ment—along with additional fees—to the 
association’s certification lab for testing.

The certification process makes sure that thou-
sands of individual features work correctly using 
a standard suite of tests. Only if the device passes 
those tests can a manufacturer legally use the 
Wi-Fi seal and name (Figure 2.1). Although 
other trade groups have had mixed success 
in pushing standards, the Wi-Fi Alliance’s 
approach really is a sign of compatibility you 
can trust. Bluetooth, for instance, is more of 
a marketing concept, because manufacturers 

aren’t required to undergo a rigorous indepen-
dent certification process before they can apply 
the name to their products.

In October 2002, the Wi-Fi Alliance up-
dated the Wi-Fi certification mark to iden-
tify whether a piece of equipment could work 
in the 2.4 GHz band (802.11b at the time, 
but now also 802.11g), in the 5 GHz band 
(802.11a), or in both, thanks to equipment 
that supports multiple specifications. Older 
Wi-Fi gear just has the mark by itself; with 
newer gear, you need to check which bands 
the device supports. The information should 
be prominently displayed on the box.

More recently, the Wi-Fi Alliance has added 
additional standards, such as WPA (Wi-Fi 
Protected Access, a new security specification), 
to the Wi-Fi certification process to ensure that 
new, more sophisticated options for wireless 
networking work together just as well as the 
basic elements.

Wi-Fi Certification
Figure 2.1

The Wi-Fi logo.









4
Other Wireless Standards

Although Wi-Fi has become the standard for moving data at high speeds around 
a local area network, not all data communications need both high speed and a 
local network. And even though we have three 802.11 standards already—a, 
b, and g—more are on the way that supplement these three and improve the 
way they move data around.

In this chapter, we look at Bluetooth (short range, slow, and low power), cellular 
data standards (slow but with wide coverage), WiMax/802.16 (long range, 
fast, and for point-to-point connections), and several members of the 802.11 
family that can improve speed, increase international support, and improve 
the way devices communicate.

Bluetooth
When you realize that you forgot to pack the USB cable necessary for 
downloading images from your digital camera, try to use infrared to synchronize 
your Palm, or want to share files without a network in sight, Bluetooth starts 
to make a lot of sense.

Bluetooth is a short-range, ad hoc networking standard that uses the same 2.4 
GHz band as 802.11b and 802.11g. Designed to run at a raw rate of 1 Mbps 
or a net throughput of about 700 Kbps, Bluetooth omits all the Ethernet-like 
overhead of Wi-Fi to enable quick connections between computers and other 
devices, often for short periods or single-item transactions (Figure 4.1).

Bluetooth was first envisioned as a cheap and battery sensitive alternative to 
Wi-Fi. In the years since Bluetooth’s introduction, however, Wi-Fi devices have 
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dropped in price and become less power hungry. But Bluetooth’s strengths still 
lie in its energy miserliness and its capability to make fast, simple connections 
again and again—though only after you’ve tediously introduced the devices 
to each other.

Bluetooth Technology
Bluetooth uses frequency hopping instead of direct sequence, and Bluetooth 
devices change frequencies 1600 times per second. This combination makes 
Bluetooth highly resistant to interference and obstructions, and allows large 
numbers of Bluetooth transceivers to work in the same small space without 
stepping on each other.

Figure 4.1
Bluetooth 

networking.

Laptop interacting with 
desktop, PDA, and cell 
phone over Bluetooth.

You might notice that Bluetooth has just a 
trademarked name and no IEEE number. In 
2002, the IEEE 802.15 Wireless Personal Area 
Network (WPAN) Working Group solved 
that standards problem by approving 802.15.1-
2002. This standard is a large subset of what 
Bluetooth offers, and is fully approved by the 
group that controls the Bluetooth standard, the 
Bluetooth SIG. Expect more devices labeled 
with 802.15.1 or that quietly support it.

Meanwhile, the WPAN has pushed forward 
with two new standards that will eventually 
replace most of Bluetooth’s current uses. The 
802.15.3a group focused on high-speed, short-
distance, simple streaming of media and easy 
file transfers. Their work is underway in 2003 
to offer 110 Mbps at 10 meters and 480 Mbps 
at 1 meter. The 802.15.3a standard will prob-

ably use ultra wideband, a promising new low-
power technology: See Chapter 5, Wireless of 
the (Near) Future.

At the other end of the figurative spectrum, the 
802.15.4 committee wanted to extend battery 
life to months or years while offering just a few 
Kbps in short-range transfer. This group aims 
to replace infrared home-entertainment remote 
controls, alarm wiring, and other low-data but 
long-use equipment with wireless devices that 
can easily talk to each other. The trade name 
for this in-progress standard is Zigbee.

Both 802.15.3a and 802.15.4 have the potential 
to take over from the two critical sweet spots 
in Bluetooth’s current market, but companies 
making the equipment expect it won’t be until 
2006 or 2007.

Bluetooth’s Successors
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Wireless of the (Near) Future

So far, we’ve talked only about the practical and the available: what you need 
to know to buy and use today’s equipment. In the near future, three new ideas 
may affect your choices. 

Mesh Networking
Mesh networking differs from normal wired and wireless networking in the 
basic design of the network. In a normal wired or wireless Ethernet network, 
both of which use a star topology, computers all link to a central point (a wireless 
gateway or wired switch), and then data transfers among the computers by first 
passing through the central point.

With mesh networking, each computer can talk directly to any other within 
range. Mesh networking is especially useful for short-range wireless networking, 
where a computer can see only one other computer, which in turn can see 
another, and so on. No machine needs to be within wireless range of a central 
hub to communicate with other computers or access a central hub’s shared 
Internet connection (Figure 5.1). See Appendix A, Networking Basics, for 
more information on different network designs.

 NOTE
It’s not just computers that can form mesh networks, of course: handhelds, 
cell phones, and other digital devices could be interconnected, too.

Mesh networks can form opportunistic routes, in which each node’s router 
sends data in the most efficient way among many different nodes that it can 
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see. This not only reduces choke points but also adds redundancy, ensuring 
that a single node’s outage doesn’t bring down a network.

 NOTE
The Internet is supposed to route packets using the most efficient path, and 
sometimes does, but the number of possible routes on the Internet’s high-level, 
long-haul routes is limited by actual physical connections between networks 
and machines.

Mesh networking gear thus makes it possible to extend a wireless network 
or increase its overall bandwidth simply by adding more mesh access points. 
As long as one of the mesh access points has an Internet connection, every 
computer connected to the mesh network can use it. With mesh networks, 
remote communities and dense urban areas alike could enjoy more reliable, 
more robust, and less expensive Internet connectivity. 

The downside of mesh networking is that in order to enable connections, every 
device must have some limited awareness of every other device. Likewise, 
because each device must be available to talk and listen, certain nodes on a 
mesh network can be totally bogged down with opportunistic traffic arriving 
from other nodes when there are only one or two paths to other systems.

Although there are no consumer devices that use mesh networking yet, the 
inclusion of Wireless Distribution System (WDS) in an increasing number 
of inexpensive wireless gateways foreshadows the day when home and small 
business networks may rely entirely on mesh-like, wireless-only connections 
rather than a wired connection to the Internet. Although WDS interoperability 
among equipment from different manufacturers isn’t good right now, the protocol 
shows great promise as a simple way to connect wireless gateways to relay traffic. 
See Chapter 20, Bridging Wireless Networks, for more on WDS.

Figure 5.1
A mesh network 

topology.
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Here are a few companies that have released actual products, mostly intended 
for corporate or community networks:

• MeshNetworks (www.meshnetworks.com) has the purest and most fulfilled 
vision of mesh networking currently on the market. The company sells 
three devices, all of which can use plain Wi-Fi signals to create mesh 
networks: a PC Card that enables a computer to peer with other computers 
also using the MeshNetworks PC Card; a fixed wireless router which 
acts as a repeater and extends the range of a network; and an access point 
that exchanges data with peers and a larger network or the Internet. The 
MeshNetworks system can work on its own with just the PC Cards. 

• LocustWorld (www.locustworld.com) has made its MeshAP software open 
source and freely available. Consequently, many developers are improving 
the code, and many community groups are buying either their own or 
LocustWorld’s hardware and building cheap mesh networks. LocustWorld 
sells most of its gear near cost and consults on larger projects for a fee.

• Tropos Networks (www.troposnetworks.com) (formerly known as FHP 
Wireless) wanted to solve two problems at the same time: creating seamless 
networks of wireless access and pooling bandwidth without connecting each 
access point to a separate network connection. The company’s products can 
be used to replace expensive point-to-point links in locations like college 
and corporate campuses. Tropos Networks’ routers find the best paths to 
each other, and they can automatically reroute if a connection fails. The 
company typically sells devices with two Wi-Fi adapters: one is used for 
local service and the other for mesh connections among the nodes.

• RoamAD (www.roamad.com), a small company in New Zealand, has found 
a way to blanket three square kilometers of downtown Auckland with 
ubiquitous 802.11b access using a combination of cleverly placed access 
points, wireless mesh-based backhaul (bandwidth from a wired connection 
distributed to the access points), and some special software that integrates 
the hardware for seamless roaming. RoamAD guarantees a minimum of 
330 Kbps, but Glenn’s wireless Web log readers in Auckland report that 
they usually get much more than 330 Kbps. The company hopes to sell its 
equipment to cellular operators who could use the equipment to provide 
cheap, high-bandwidth Wi-Fi access to an entire metropolitan area.

Mesh offers the promise of dramatically expanding wireless network access in 
communities, since the effort of adding a node to the network is incremental: a 
single gateway and antenna—no wires, cables, fiber, or other physical connection 
required. Will a mesh network debut in your neighborhood soon?
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Advanced Connection
Corporations may require advanced security for employees using wireless 
networks, and Windows Mobile 2003 offers two unrelated options in this 
field. The first supports special kinds of logins over Wi-Fi, the second is a VPN 
of either the Microsoft-style PPTP or the more standard IPsec-over-L2TP. 
You should make these changes or enter these settings only if you received the 
details you need from a network administrator.

Network Authentication
To log in to your network using 802.1X, follow these steps:

1. Follow steps 1 through 8 under “Intermediate Connection,” above.

2. In the Configure Network Authentication dialog, check Enable Network 
Access using IEEE 802.1X (Figure 10.18).

3. Select the appropriate EAP (Extensible Authentication Protocol) option. 
In both cases, you must already have installed a certificate. If you don’t 
have a certificate, consult your network administrator (Figure 10.19).

4. Tap Properties.

5. Enter your user name and password.

6. Tap Ok.

VPN
To create a VPN tunnel to  your network, follow these steps:

1. Follow steps 1 through 3 in “Intermediate Connection,” above.

2. Tap Select Networks.

Figure 10.17
Removing a 

network setting.
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3. From the second pop-up menu—“Programs that automatically connect 
to a private network should connect using”—tap Edit (Figure 10.20).

4. Tap the VPN tab at the bottom of the window (Figure 10.21).

5. Tap New.

6. Enter the name of your VPN and its host name or IP address, and then 
select the VPN protocol type (Figure 10.22).

7. Tap Next. 

8. Choose whether to use a certificate already installed on the Pocket PC or 
a preshared key (Figure 10.23).

9. Tap Next.

10. Enter your user name, password, and domain (Figure 10.24).

Figure 10.18
Enabling 802.1X.

Figure 10.19
Editing 802.1X 

properties.

Figure 10.20
Getting to the VPN 

settings.

Figure 10.21
The VPN start 

screen.
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11. If you need to set your IP address or DNS servers manually, tap Advanced 
(Figure 10.25). 

 a. Set the IP address, if needed.

 b. Tap the Servers tab at the bottom of the window.

 c. Set your DNS server addresses, if needed.

 d.  Tap Ok.

12. Tap Finish.

13. In the My Work Network dialog, tap and hold the stylus over the name 
of the VPN until a menu appears.

14.  Tap Connect from that menu.

Figure 10.22
Naming the  

VPN connection.

Figure 10.23
Entering a key 
or choosing a 

certificate.

Figure 10.24
Entering a 

user name and 
password.

Figure 10.25
Configuring 
IP settings, if 

necessary.
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Connecting via Bluetooth

As a short-range wireless cable replacement technology, Bluetooth holds great 
promise in creating small wireless networks of small battery-powered devices 
like cell phones, handheld personal digital assistants, and input peripherals 
(keyboards, mice, joysticks, and touchpads, for instance).

With Bluetooth, you first associate devices with one another in a process 
known as pairing. Once paired, multiple devices can form networks, often 
with a Bluetooth-capable computer as the coordinating hub. For instance, the 
computer can dial numbers for you on a Bluetooth-enabled cell phone or act 
as a modem in order to connect to an ISP via its modem banks; the handheld 
PDA can synchronize data with your computer via Bluetooth instead of USB; 
or the computer can stream audio to a set of Bluetooth headphones.

In this chapter, we walk through the basics of pairing and then show you how to 
set up Bluetooth connections on the major operating systems. We also examine 
how some common Bluetooth devices work together.

Pairing
When you pair a set of Bluetooth devices, you perform two tasks:

• Pairing enables the devices to prove their identity to each other, which 
is an important security step, because otherwise any Bluetooth-enabled 
computer within range of your Bluetooth cell phone could cause it to dial 
out. You can think of pairing as introducing two devices; after they’ve 
been introduced, they can communicate with each other.
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• Pairing makes available a set of common services, like printing, file transfer, 
or dial-up networking. In essence, through the pairing step, the devices 
agree on what they can do with each other. 

You can set up pairing to work both ways (if appropriate) or in only one 
direction. As an example of bidirectional pairing, you could set your PDA 
and your computer to synchronize contact and calendar information in both 
directions. You’d use one-way pairing for your computer to use Bluetooth to 
access the Internet via your cell phone, since the cell phone doesn’t access the 
Internet via your computer. 

 NOTE
In some cases, you may be allowed to set up pairing in only one direction; in 
other cases, even though it may not make sense, you might be required to set 
up pairing both ways. Read the documentation that comes with any Bluetooth 
device for the specifics.

Pairing Basics
Here’s how pairing works in general—we talk about specific platforms next 
(Figure 11.1).

1. Turn on discovery on one device. Bluetooth uses discovery, or scanning 
for available devices, to find other equipment. With discovery, you don’t 
have to enter any identifying information (such as an IP number) about 
your devices. Different equipment turns discovery on in different ways. 
For instance, to make a Jabra Bluetooth headset discoverable, you hold 
down its power button for at least 10 seconds. A cell phone might hide 
discoverability deep in a nested menu, while most computer operating 
systems offer discovery as a top-level menu item.

2. Have the other device select the discoverable device. A device that needs 
access to resources on another piece of Bluetooth gear selects it through 
some option that scans for available Bluetooth adapters and presents them 
in a list. 

3.  Enter a passphrase. The passphrase is a small piece of text. You enter the 
passphrase on the device that’s discoverable, and then the device requesting 
the pairing prompts you to enter the same passphrase. 

 TIP
Often, you duplicate these steps, running them once in each direction so that 
each device discovers the other.

The devices are now paired and can communicate with each other.
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Creating an Ad Hoc  
Wireless Network

Wi-Fi devices support two networking modes: the infrastructure mode in which 
clients associate with access points acting as central routing points, and a more 
informal mode called ad hoc, which means, in this context, “for a particular 
purpose at hand.” Ad hoc networks are created among two or more machines 
that then act as if they’re on the same tiny network. 

 TIP
Windows ad hoc networks can be routed to another network, such as an 
Internet-connected dial-up or Ethernet network. We discuss this in Chapter 
19, Creating a Software Access Point. If you’re connecting Macs, you don’t 
need to create an ad hoc network before turning on Software Base Station 
(Mac OS 9) or Internet Sharing (Mac OS X). 

No one machine maintains the network, but it remains in effect as long as any 
machine is in ad hoc mode. A network of one is pretty lonely, though.

 TIP
Ad hoc networking may not work correctly among wireless network adapters 
sold by different companies before 2002. See Chapter 2, Wireless Standards, 
for more on this topic.

How you enable ad hoc mode on your computer varies depending on the operating 
system and software. Typically, you enable a setting in the client software that 
turns on “computer-to-computer networking” or “ad hoc mode” (different 
manufacturers use different names). You must also pick a channel over which 
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the two computers will connect, but once you set a channel, other computers 
will find it automatically. You can almost always enable WEP encryption over 
an ad hoc connection, although it’s probably not worth the effort unless you 
believe there are other people nearby who can connect to your ad hoc network, 
you believe they have ill intent, and you will be transferring sensitive data over 
your ad hoc network.

 NOTE
Luckily, you don’t have to configure your network settings when all you’re doing 
is connecting a pair of computers to each other in ad hoc mode. That’s because 
both Windows XP and Mac OS 8.6 and later support a standard method of 
choosing IP addresses in the 169.254.x.x range that don’t conflict.

Creating an Ad Hoc Network in Windows XP
The process of creating an ad hoc network in Windows XP requires a number 
of steps, but they’re not difficult to carry out.

 TIP
If you’re using another version of Windows, the process of setting up an ad 
hoc network is usually performed inside the connection utility bundled with 
your Wi-Fi adapter. 

1. From the Control Panel, choose Network Connections, and then open 
the Wireless Network Connection dialog.

2. Click Properties.

3. Click the Wireless Networks tab.

4. Click Advanced at the bottom of the window.

5. Select Computer-to-Computer (Ad Hoc) Networks Only, and deselect 
Automatically Connect to Non-Preferred Networks (Figure 12.1).

6. Click Close.

Figure 12.1
Creating a 

computer-to-
computer network 

in Windows XP.
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7. Click the Add button under Preferred Networks.

8. Enter a network name for your ad hoc network (Figure 12.2). (Note that 
Windows identifies the connection as ad hoc in the bottom of the window 
using a strange method of a checkbox option that’s selected but dimmed 
and disabled.)

9. Set any WEP options you want.

10. Click OK.

In the Preferred Networks list, you now see your network with a PC Card icon 
next to it to indicate it’s an ad hoc network. A red X brand on the icon indicates 
no other computers are yet connected.

Other Windows XP clients see this network in their list of Available Networks 
with the same PC Card icon, and computers running other operating systems 
see it as they would any other wireless network.

Creating an Ad Hoc Network in Mac OS 8.6/9.x
Under Mac OS 8.6 and 9.x creating an ad hoc network is a simple operation.

1. If you use Apple’s Control Strip utility, choose Create Network from the 
AirPort menu on the Control Strip and then jump to step 5.

2. Otherwise, open the AirPort application, typically located in an AirPort 
folder inside either your Applications folder or the Apple Extras folder. 

Figure 12.2
Configuring a 
computer-to-

computer network 
in Windows XP.
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3. Click the Settings expansion triangle to show the extra settings.

4. In the AirPort Network section, from the Choose Network pop-up menu, 
choose Create Computer to Computer Network (Figure 12.3).

5. In the Computer to Computer dialog box that appears, name your network 
(Figure 12.4). 

6. If you want to assign a password or change the default channel, click More 
Options and set the desired information. (Figure 12.4 shows a Fewer 
Options button because we’ve already displayed the extra options!)

7. Click OK when you’re done. 

Once you’ve created an ad hoc network, other people connect to it just as they 
would to any other wireless network, whether they’re using Macs or PCs.

Figure 12.3
Creating a 

computer-to-
computer network 

in the Mac OS 9 
AirPort application.

Figure 12.4
Naming your 
computer-to-

computer network.
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Creating an Ad Hoc Network in Mac OS X
Creating an ad hoc network in Mac OS X is even easier than either of the 
other operating systems.

1. Choose Create Network from the AirPort menu in the menu bar. 

 TIP
You can also open the Internet Connect application and choose Create Network 
from the Network pop-up menu, but that’s more effort and doesn’t give you 
the option of enabling WEP.

2. Either way, in the Computer to Computer dialog that appears, enter a 
name for your network and pick a channel (Figure 12.5).

3. If you want to password-protect your ad hoc network, check the Enable 
Encryption (Using WEP) checkbox and enter your password.

4. Click OK when you’re done. 

Once you’ve created an ad hoc network, other people connect to it just as they 
would to any other wireless network, whether they’re using Macs or PCs.

Figure 12.5
Creating a 

computer-to-
computer network 

in Mac OS X.
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Sharing Files and Printers

For most people, the primary goal in setting up a wireless network is to share 
an Internet connection. Second only to that is sharing files locally, or over the 
Internet using local file servers on your end or remotely. You can set up file 
sharing on both Windows and the Macintosh with relative ease, and you can 
even share files between operating systems, as Table 13.1 shows below. You 
need a program called Dave from Thursby Software Systems (www.thursby.com/
products/dave.html) to share files between Mac OS 9 and Windows. 

 NOTE
We include Unix in Table 13.1 (and we use the term loosely to mean Unix, 
Linux, BSD, and other variants) for completeness, since Unix is remarkably 
adept at talking to old and new Mac and Windows systems. In fact, with 
Samba or Netatalk running (see table footnote), mounting a Unix volume is 
identical to mounting a Windows or Mac volume.

Let’s look at how you set up basic file sharing.

 TIP
Both Windows and the Mac OS offer instructions for setting up file sharing in 
their help systems, in case you need help beyond what we provide here.

Windows XP
The specific instructions for sharing files varies among different versions of 
Windows, although the basics are the same. We concentrate on Windows XP 
as the simplest and newest version.
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 NOTE
If you’re using Windows 2000 Server or Windows Server 2003 (other than 
the Web Edition), you can also turn on AppleTalk and Services for Macintosh, 
which enable Macs (even those running Mac OS 9 or earlier) to connect to 
shared folders. Check Microsoft’s help system for additional instructions.

Sharing Files
Follow these instructions to share a folder in Windows XP.

1. From Control Panel, open Network Connections, open Wireless Network 
Connection, and click the Properties button to open the Properties 
dialog.

2. Check both Client for Microsoft Networks and File and Printer Sharing 
for Microsoft Networks, and then click OK (Figure 13.1).

3. Locate the folder you want to share, right-click it, and choose Sharing and 
Security.

4. In the Network Sharing and Security part of the Shared Document 
Properties dialog, check Share This Folder on the Network, enter a name 
for the shared folder, and if you want people to be able to add and modify 
files in the shared folder, check Allow Network Users to Change My Files 
(Figure 13.2).

Table 13.1

File Sharing Compatibility at a Glance

Connecting 
Platform

Connects to 
Windows XP 
File Server

Connects to 
Mac OS 9 
File Server 

Connects to Mac 
OS X File Server

Connects to Unix File 
Server*

Windows XP Yes Requires 
Dave in Mac 
OS 9

Yes, if Windows File 
Sharing is turned on 
in Mac OS X

Yes, if the SMB (Samba) 
service is running on the 
Unix machine

Mac OS 9 Requires 
Dave in Mac 
OS 9

Yes Yes Yes, if Netatalk or similar 
package is installed on 
the Unix machine

Mac OS X Yes Yes Yes Yes, if Samba or Netatalk 
is installed on the Unix 
machine

Linux Yes Yes Yes Yes

* Most Unix variants shipped in the last several years either include or can easily have installed Windows-style Samba 
servers (www.samba.org), Netatalk for AppleTalk and AppleShare (http://netatalk.sourceforge.net/), and other 
packages for Windows and Mac compatibility.
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5. Click OK.

That’s all there is to it; the files in the shared folder should now be accessible 
to any other computer on your network that can access a Windows shared 
folder.

Accessing Shared Files 
Follow these instructions on a computer running Windows XP to access shared 
network folders. 

1. From the Start menu, choose My Network Places.

Figure 13.1
Enabling file 

sharing.

Figure 13.2
Sharing a folder.
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2. Click View Workgroup Computers. By default, Windows shows you just 
the machines in your own workgroup (Figure 13.3). To reach computers 
in other workgroups, use the location bar at the top of the window to 
navigate up a level.

3. Double-click the name of the computer to which you want to connect.

4. Typically, Windows prompts you to enter the user name and password for 
access; it’s not wise to have unprotected folders, but some people still do.

The shared folder is now mounted, and shows up in lists of available volumes in 
My Computer and other views. You can open and browse it just as you would 
any other volume. 

 TIP
You can use the Map Network Drive option in the Tools menu to set a 
remote volume to mount automatically with the same drive letter each time  
you restart.

Mac OS 9
Sharing and accessing files in Mac OS 9 is relatively easy, but remember that 
you need Dave to integrate Mac OS 9 with Windows. 

 NOTE
Dave provides its own control panel for setting up file sharing, although it 
integrates into the Chooser for accessing shared folders.

Sharing Files
In Mac OS 9, if you’re the only person using file sharing among your computers, 
you can skip some of the configuration steps. Otherwise, you must work through 
all the steps below.

Figure 13.3
Accessing a shared 

folder.
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1. From the hierarchical Control Panels menu in the Apple menu, choose 
File Sharing to open the File Sharing control panel.

2. In the Start/Stop tab, make sure you have an owner name and computer 
name entered. If there’s any chance someone else could access your Mac 
over the network, enter an owner password (Figure 13.4). Always enter 
a password if you enable TCP/IP file sharing in the next step.

3. Click the Start button in the File Sharing section of the control panel, and 
if you want File Sharing to be available over TCP/IP as well as AppleTalk, 
check Enable File Sharing Clients to Connect over TCP/IP. If you are the 
only person who connects to your computer from other machines, you’re 
done, because you need only your owner name and password to connect.

 TIP
Enabling file sharing over TCP/IP is necessary if you want to share files over 
the Internet. It also simplifies connections with Mac OS X machines, since they 
must otherwise have AppleTalk turned on for the active network adapter.

4. Click the Users & Groups tab. You can create users and groups if you 
want fine-grained control over who can access which folders, but for this 
situation, just double-click the default Guest user, select Sharing from 
the Show menu, and check Allow Guests to Connect to This Computer 
(Figure 13.5). Close the File Sharing control panel.

5. Select a disk or folder to share, Control-click it, and from the hierarchical 
Get Info menu, choose Sharing to open the Get Info window’s Sharing 
view (Figure 13.6).

Figure 13.4
Configuring the 

File Sharing control 
panel.
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6. Check Share This Item and Its Contents, and from the pop-up menu next 
to the Everyone line, choose the privileges you want to give to people who 
connect.

 NOTE
Read & Write privileges let users see, copy, add, change, and delete files. Read 
Only privileges let them see and copy files. Write Only (Drop Box) lets people 
copy files to the folder without being able to see anything else that’s there. 
And, of course, None prevents them from seeing or touching any files.

7. Close the Get Info window.

You’re done! 

Figure 13.5
Enabling a guest 
user to connect.

Figure 13.6
Sharing a disk.
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Accessing Shared Files
Once you’ve shared a disk or folder on one Mac, you can access them from 
other Macs, though not Windows. Follow these steps on a Macintosh running 
OS 9.

1. From the Apple menu, choose Chooser.

2. In the Chooser, click the AppleShare icon.

If any of your Macs use AppleTalk to share files, they appear in the list 
under Select a File Server (Figure 13.7).

3. Either double-click a Mac in the list or click the Server IP Address button 
and, in the dialog box that appears, enter the IP address of the server to which 
you want to connect, and click the Connect button (Figure 13.8).

4. In the dialog box that appears, enter your user name and password for the 
Mac that’s sharing the files you want to access, and then click Connect 
(Figure 13.9).

 TIP
Check Add to Keychain in the Connect dialog box if you don’t want to type 
your password each time you access this Mac.

A dialog box appears with a list of accessible volumes (Figure 13.10). 

5. Select the volume you want to access and click OK. 

Figure 13.7
Browsing for 

shared Macs in the 
Chooser.

Figure 13.8
Entering the IP 

address of a  
shared Mac.
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The shared disk or folder to which you’re connecting appears on your 
Desktop like any other disk icon, and you’re done.

 TIP
You can make an alias to any file or folder on the shared volume and double-
click it to mount the volume automatically in the future. If you want a particular 
network volume available all the time, put an alias to the server in the Servers 
folder in the System Folder.

Mac OS X
Apple simplified the process of sharing files and connecting to shared folders 
in Mac OS X, and added the capability to share files with Windows computers 
and to access Windows shared folders. Dave works with Mac OS X, but it may 
be needed only to replace Mac OS X’s built-in capabilities in specific situations, 
such as on certain large networks.

Sharing Files
To share files with Macs and Windows-based computers, follow these steps:

Figure 13.9
Entering your 

user name and 
password.

Figure 13.10
Selecting a volume 

to access.
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1. Open System Preferences, and click the Sharing icon to display the Sharing 
preferences pane.

2. In the Services tab, select the On checkbox next to Personal File Sharing. 
If you want to share files with Windows users or via FTP, select the On 
checkboxes next to those services as well (Figure 13.11).

3. To share files, put them in the Public folder in your Home folder, at which 
point anyone can access them without needing a special user name or 
password.

 TIP
Once file sharing is turned on, anyone who has an account on your Mac OS X 
machine can access it remotely using their normal user name and password, 
but they’ll be limited to seeing the files that they can see when logged into 
the machine normally. 

 TIP
If you want to share files outside of your Public folder with specific users, check 
out HornWare’s SharePoints, which makes Mac OS X work a bit more like Mac 
OS 9 in terms of sharing files and working with users and groups. You can find 
it at www.hornware.com/sharepoints/.

Accessing Shared Files
In Mac OS X 10.2, follow these steps to access folders shared via standard 
Macintosh file sharing (AppleTalk File Protocol, or AFP), Windows file sharing 
(SMB), FTP, or WebDAV. 

Figure 13.11
Configuring the 

Sharing preferences 
pane.
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Once you have all the pieces, it’s time to connect the wires and configure your 
computers and devices. Go through each item on the diagram again, and connect 
them to one another according to the diagram. Then configure your wireless 
gateway, without which the rest of the network is unlikely to work properly. 
(Instructions and advice for configuring your gateway come in Chapter 17, 
Setting up a Gateway.)

We said earlier that there’s no point in overlay-
ing a network diagram on top of a picture of 
your house or office because it makes the dia-
gram unnecessarily complicated. That’s true, 
but you do need to translate it to your house or 
office at some point. This process requires few 
resources, but gear borrowed from a friend can 
help you make smart purchasing decisions. 

For networks in which all devices are within 
line of sight of an access point, you might not 
need to give the structure of the network any 
thought at all: just plug everything in and it 
works. But for more complicated situations in 
which, for instance, your network might cross 
several walls and floors, or run several hundred 
feet, planning is critical. 

Start with a walking tour of the location. 

• If your location is a house, be realistic about 
where you might want to work. Will you 
really work in a hammock in the backyard? 
Are you using only desktop PCs? If you’re 
a ReplayTV user, would you want to add 
a wireless Ethernet adapter to avoid drill-
ing holes and running a long wire through 
several walls to your Ethernet switch?

• If your location is an office building, think 
about the interior walls and the density of 
users. How much distance, with and without 

walls, will the network need to cover? Can 
you add an access point to the network with 
existing wired connections, or will you need 
to pull wire or set up bridges?

• Also think about multiple sites. Might you 
want to connect your network to others, 
perhaps in different office suites or build-
ings, or even in your neighbor’s house?

Most smaller sites need only a single access 
point, but once you introduce distance or 
walls—especially brick walls, which can ab-
sorb water and thus absorb Wi-Fi signals—you 
must consider the possibility of needing mul-
tiple access points across your network.

Here’s how borrowed equipment can help: plug 
an access point into a likely location, and then 
walk around with a wireless-enabled laptop 
while watching the signal strength indicator 
in your wireless network client software. With 
stumbling tools, you can also see an indica-
tion of signal strength as you walk around 
(see “Stumbling onto Wi-Fi,” Chapter 25, 
Preventing Access to Your Network, for more on 
these tools). If the initial access point location 
doesn’t provide the coverage you want, move 
it and repeat the process of mapping signal 
strength until you find the ideal location for 
the access point.

Locating Access Points
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After you have your gateway working, configure each computer to access 
the Internet through your gateway. For that, refer back to the appropriate 
chapter in Section II, Connecting Your Computer. Setting up file sharing is 
next, followed by ensuring that each of the other computers can connect to the 
file sharing machines. If you have printers that you want to share, make sure 
they’re set up to be shared, and configure all the computers so they can print 
to the shared printers. If you have trouble, refer to Chapter 14, Troubleshooting 
Your Connection, and Chapter 23, Troubleshooting Your Wireless Network, for 
troubleshooting advice.

 TIP
In our experience, connecting to the Internet is easy, whereas getting shared 
printers working requires more trial and error involving driver installation 
and other unpleasant tasks. Luckily, even if it takes some time to share the 
printers properly, you can usually print from a computer directly connected 
to the printer in question.

If your network needs multiple access points to 
reach more locations or users, some additional 
planning and configuration is in order:

• Don’t assume you can mix and match ac-
cess points. It might work, but the only safe 
approach is to verify that a specific access 
point supports roaming and buy multiple 
units of that access point. For instance, we 
know Apple’s original AirPort Base Sta-
tion supports roaming with no trouble, 
but the Asanté FR1004AL does not 
(particularly when paired with a Linksys 
BEFW11S4).

• Make sure you have electrical power to each 
location where you want to add an access 
point. You can also use Power over Ethernet 
(PoE), a way of putting DC power into a 
modified Ethernet cable. You could make 
these cables yourself with advice found 
online or in Rob Flickenger’s book Wire-

less Hacks, but it’s much easier to purchase 
prefabricated cables and adapters from on-
line sources like HyperLink Technologies 
(www.hyperlinktech.com) or MacWireless 
(www.macwireless.com). PoE allows you 
to avoid running electricity to rooftops or 
hard-to-reach places. (Solar power can also 
be an option for outside installations!)

• Connect all the access points to a common 
network using Ethernet cables or wireless 
bridges. All the access points need this in-
terconnection to allow access to the Internet 
from any client anywhere on the network. 
(We talk about wireless bridging in Chapter 
20, Bridging Wireless Networks.)

• Name each access point using the same 
SSID or network name. The SSID is the 
identifier that clients use to associate with 
an access point; a group of access points with 
(continued on next page)

Multiple Access Points
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 the same SSID are said to have an ESSID or 
Extended Service Set Identifi er. In networks 
with two or more access points, as long as 
all the access points share the same name, a 
client typically connects to whichever unit 
has the most signal strength.

• Choose non-overlapping channels for ad-
jacent access points. Channels 1, 6, and 11 
have no overlapping frequencies for 802.11b 
and 802.11g: you could stack three access 
points with those channels on top of each 
other, and they would work just fi ne. Which 
of the three channels you choose for each 
point is irrelevant, as long as they’re different 
(Figure 15.7). Two side notes: fi rst, outside 
the U.S., channels 1, 6, and 11 may not all 
be available for legal use, or you might have 
channels 1 through 14 available; second, if 
you’re working with 802.11a, you have eight 
indoor non-overlapping channels.

• Enable DHCP service on just one of the 
access points. Most DHCP servers can 
(as an option) bridge DHCP service onto 
the wired network to which they connect 
as well as provide addresses to wireless 
clients. There’s no advantage to running 
DHCP servers on every access point, and 
having multiple DHCP servers can cause 
confusion. Using a single DHCP server 
with NAT enabled creates a single, local 
private network.

Multiple Access Points (continued)

Figure 15.7
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VPN
VPNs (virtual private networks) use end-to-end encryption to make sure that 
traffic can’t be sniffed or intercepted in legible form between a user’s machine 
and the end point—a VPN server—inside a company network. There are two 
protocols for VPN in wide use: PPTP (Point-to-Point Tunneling Protocol) 
and IPsec (IP security) over L2TP (Layer 2 Tunneling Protocol), commonly 
called just IPsec.

If you need to use a VPN via your gateway, make sure the gateway can pass 
the protocol your company uses. Support varies widely and changes constantly. 
Many consumer-level wireless gateways didn’t offer pass-through IPsec support 
just a year ago, but most now do because of its increasing use.

A related problem is that if you’re using NAT to translate between the gateway’s 
public IP address and the private addresses of machines on your local network, 
you may have trouble using a VPN. Check with your organization’s Help Desk 
to see if it has suggested configurations that work around the problem.

Points to consider when buying: If you’re using a VPN to connect to your company’s 
internal network, make sure that the gateway you buy can handle the necessary 
protocol and ask your organization’s Help Desk for recommendations.

Network Authentication
For small office and institutional networks, the security options offered in 
consumer-level wireless gateways generally aren’t robust and flexible enough 
to restrict access to a wireless network to only those people that a network 
administrator wants to have access. For an additional level of security, 
gateways must support one of several methods of requiring that users log in 
to a wireless network using standards like LEAP from Cisco (Lightweight 
Extensible Authentication Protocol), RADIUS (the acronym no longer means 
anything), or 802.1X/EAP.

For all these protocols, the gateway provides a configuration area that enables 
you to enter the information about the server that has user accounts stored on 
it. For instance, the AirPort Extreme Base Station has a tab in its advanced 
configuration that allows you to punch in the requisite details.

We talk more about these features and how to build a simple network employing 
them in Chapter 22, Small Office Wi-Fi Networking.
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ISP Interaction
Many broadband ISPs require some kind of login or authentication check 
to make sure you’re using only a single computer or only a computer that 
you registered with the ISP. In response to this annoying and unnecessary 
limitation many gateway makers have added features that enable you to share 
your connection by simulating aspects of a single computer’s connection to the 
broadband provider. 

DHCP Client
Almost all gateways feature a DHCP client that can request an IP address from 
a broadband provider’s DHCP server. That’s good, because without support for 
picking up an IP address via DHCP, gateways wouldn’t work with ISPs that 
hand out dynamic IP addresses. Once your gateway has an IP address, it can 
use NAT to provide Internet access to the rest of your network.

 TIP
Adam once had trouble convincing an Asanté FR1004AL wireless gateway to 
hold on to a DHCP-assigned IP address from his cable ISP. After much hair 
pulling, a firmware upgrade solved the problem.

Some ISPs use the DHCP Client ID, a proprietary field added to DHCP by 
Microsoft years ago, and now supported by everyone for parity. The Client 
ID is an extra bit of text sent as part of a request for an address by a DHCP 
client. ISPs that use the Client ID field often require some specific text to be 
entered, which helps them confirm your identity.

Points to consider when buying: If your ISP assigns you a single dynamic address, 
you must have a DHCP client in your gateway, and if your ISP requires the 
use of a DHCP Client ID, make sure the gateway supports it.

PPPoE
Many broadband ISPs rely on a technology called PPPoE (PPP over Ethernet) 
as a security measure and to control session length. In essence, PPPoE treats 
an always-on Ethernet connection as though it were traveling over a modem. 
With Internet accounts that use PPPoE, your gateway must log in with a user 
name and password before the ISP’s DHCP server will provide an IP address 
and start passing traffic.

ISPs like PPPoE because it enables them to track which of their customers are 
connected at any given time and the length of time any given customer has 
been connected. PPPoE also integrates with the authentication servers many 
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ISPs already run for their dial-up customers. Internet purists hate PPPoE 
because it’s a subversion of the concept that broadband connections should be 
available at all times.

Points to consider when buying: Not all gateways support PPPoE, so determine 
whether you need it to connect to your ISP before buying a gateway.

Cloning MAC Addresses
A few broadband providers use MAC addresses (the unique Ethernet Media 
Access Control address assigned at manufacture to every network adapter) to 
limit access to a single machine. Some cable modems, for instance, lock on to 
the first MAC address they see when they’re turned on, and work only with 
that one unless they’re powered down and started up again. More problematic 
are the ISPs that actually record the MAC address of a single computer and 
refuse to work with any other MAC address ever again unless you ask the ISP 
to change the allowed MAC address. 

The solution to this problem is to clone, or replicate, the MAC address of the 
acceptable machine in the gateway, after which the ISP’s equipment thinks 
the gateway is the acceptable computer. 

Points to consider when buying: It’s rare that you’ll need cloning, but if your 
ISP works this way, support for MAC address cloning is invaluable. 

Beware one problem Glenn faced when help-
ing his friend Patrick solve a network problem. 
Patrick’s ISP had told him that he needed to 
both set a static IP address for his gateway, a 
Linksys gateway, and use PPPoE to connect 
to the ISP’s network. After an hour or more 
of messing with settings on the router’s main 
configuration page, Glenn was flummoxed. 
He could convince a single machine to connect 
directly, but not the gateway. 

Finally, he did what he should have done first: 
visited Linksys’s Web site and downloaded 

the latest firmware, or internal software, for 
the gateway. A short install and reboot of the 
router later, Glenn had a new main configura-
tion screen that correctly separated static IP 
selection from PPPoE. You can’t do both, and 
the ISP had misled Glenn’s friend. He needed 
to use just PPPoE which, in turn, assigned an 
address to the gateway.

The things we learn in hindsight always seem 
so obvious, even though at the time we were 
pounding our heads repeatedly against the 
table.

Firmware and Firm Problems
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Miscellaneous
There are some additional variables that don’t fit into any existing category, 
but which might play a role in which gateway you choose.

Wireless Distribution System (WDS)
In 2003, wireless gateways started offering a new feature called WDS, or 
Wireless Distribution System, which lets you extend a wireless network by 
adding additional wireless access points that act as go-betweens between wireless 
clients and a master wireless gateway. Although relatively few wireless gateways 
support WDS right now, we expect it to become increasingly common.

Those manufacturers that do support WDS explicitly, such as Apple and 
Buffalo, aren’t testing their equipment with one another, so it’s always safest 
to buy gear from a single manufacturer. That said, our testing has shown 
that Apple’s AirPort Extreme Base Station and Buffalo’s WLA-G54 access 
point (it’s not a gateway, just an access point) are in fact compatible. For more 
information about WDS, see Chapter 20, Bridging Wireless Networks.

Points to consider when buying: If you think you may want to extend your 
network wirelessly in the future, make sure to buy a wireless gateway that 
supports WDS.

Printer Sharing
A few gateways include print servers, which let you connect a printer directly 
to a parallel port on the gateway. You then send print jobs to the gateway’s 
print server, which passes the print jobs to the printer. Having the print server 
hidden inside your gateway lets you avoid having the printer permanently 
connected to a computer that must be turned on whenever you want to print. 
Apple’s AirPort Extreme Base Station allows you to plug in and share a USB 
printer, currently a unique option, but offers connections only via Rendezvous, 
Apple’s implementation of Zeroconf (www.zeroconf.org), making it currently 
incompatible with other operating systems.

 NOTE
Printer sharing is different from print spooling. With printer sharing, the printer 
must be connected to the print server, and both devices must be turned on 
and accessible. With print spooling, if the printer itself isn’t on or accessible, 
the print spooler holds the job until the printer is turned on. We’re not aware 
of any wireless gateways that offer print spooling, in part because a print 
spooler requires a fair amount of storage space to store print jobs when the 
printer is turned off.



 192 The Wireless Networking Starter Kit

Most of these print servers work only with Windows-style printing. They won’t 
work with Macs unless you use extra software like Thursby Software System’s 
Dave (www.thursby.com/products/dave.html) or the open source Gimp-Print 
(http://gimp-print.sourceforge.net/MacOSX.php3). A few also handle Unix 
LPR-style printing, which is accessible to both Macs and PCs (and any Unix or 
Linux box). See Chapter 13, Sharing Files & Printers, for more information.

Points to consider when buying: If you have a printer that must be connected 
to a computer through which print jobs are sent, you can offload the task to a 
gateway, but make sure you know which platforms you need support for.

Simultaneous Users
The number of computers supported by each gateway varies, and you 
can’t necessarily believe manufacturers’ recommendations. There’s a sharp 
distinction between the maximum number of IP addresses a unit can feed out 
via DHCP (usually 253 at most) and the number of users it can actually cope 
with simultaneously.

Many companies claim that their gateways can support the number of addresses 
the DHCP server can dole out, not the actual number of users that can use the 
wireless gateway simultaneously. If you see a number like 35 to 50, it’s more 
likely to be a true count of users, whereas a limit of 100 or 250 is unrealistic 
for consumer equipment.

Enterprise-grade access points used in large organizations can sometimes cope 
with several hundred simultaneous users, but they also cost $400 to $800.

Points to consider when buying: Count the number of machines that need to be 
connected, and if you’re near the edge of the user limit, consider adding extra 
access points rather than overloading a single $100 device.

America Online
Tens of millions of people connect to America Online (AOL) every week, but 
there’s only one wireless gateway that can connect to the Internet via AOL and 
make that connection available wirelessly: Apple’s AirPort Extreme Base Station. 
You can also use the previous 802.11b-based AirPort Base Station with version 
2.0 or later of the AirPort software for those models. Also necessary is version 
5.0 of the AOL software for Macintosh. Keep in mind that sharing your AOL 
connection among multiple computers requires multiple AOL accounts.

Points to consider when buying: If you’re a Macintosh AOL user, your decision 
is easy, since only the AirPort Base Station will help. Unfortunately, Windows 
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AOL users are out of luck because the AOL Windows client software doesn’t 
support the Apple AirPort Base Station appropriately.

Cost
The price band for gateways dropped quite a bit during 2003, with the cheapest 
gateways available for $50 to $75 after rebates, and the most full-featured units 
costing no more than $250 to $300, even for devices that handle 802.11a, b, 
and g at the same time.

It’s difficult to draw conclusions based on price, since most wireless gateways 
are quite similar. However, there are two times when you should be suspicious 
of a too-cheap gateway:

• Some inexpensive gateways cut corners in ways that may not be obvious 
initially. For instance, a particularly cheap gateway might come with an 
external dipole antenna, but one that can’t be replaced with a higher gain 
antenna. 

• Sometimes you may find inexpensive devices that are just plain wireless 
access points, not full-fledged wireless gateways. If you’re looking for a 
wireless gateway, make sure the device comes with NAT and DHCP 
support, Ethernet ports, and the other features discussed in this chapter. 

Points to consider when buying: Cheap gateways aren’t necessarily bad, but 
make sure the very cheapest ones have the features you need.
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Setting up a Gateway

Most wireless gateways have a lot in common despite minor cosmetic and 
organizational differences in their interfaces. In this chapter, we look at three 
popular gateways: the Linksys EtherFast Wireless AP + Cable/DSL Router w/4-
Port Switch (model number BEFW11S4), the Linksys WRT54G Wireless-G 
Broadband Router, and Apple’s AirPort Extreme Base Station. For each one, 
we’ll provide two sets of instructions, one for a simple, open wireless network 
and another for a more secure wireless network.

 NOTE
Linksys makes several EtherFast models, but when we say EtherFast in this 
chapter, we mean specifically the BEFW11S4. The Web-based interfaces of the 
other models look much the same. A newer version, the WRT54G, supports 
802.11g networking, and we also cover its differences in this chapter.

If you use a gateway from another manufacturer, the instructions should be 
relatively similar; also see Table 17.1 at the end of this chapter for a comprehensive 
listing of standard settings.

Linksys BEFW11S4
The Linksys EtherFast Wireless AP + Cable/DSL Router w/4-Port Switch 
(BEFW11S4) was one of the most popular 802.11b gateways sold for many 
months, making it a good example of access points that use a Web-based 
interface. Web-based interfaces used by other gateways all rely on the same 
set of information. 
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 NOTE
The newer 802.11g-based Linksys WRT54G has an almost identical 
configuration. We cover its differences in the next section.

To connect via the EtherFast’s Web-based interface, your computer must be on 
the private 192.168.1.0 network; see the sidebar, “Configuring Your Computer 
to Perform Initial Setup,” to set your computer up properly. The EtherFast is 
set to be at the IP address 192.168.1.1 out of the box, and its default password 
is admin (no user name is necessary). 

To configure an access point with a built-in 
Web server that has its default IP address on 
a private network (usually the 192.168.1.0 
network), you must set your computer’s net-
working options so it’s on the same network. 
You typically make this initial connection over 
an Ethernet cable connecting the computer 
and the gateway, not wirelessly, though you 
can perform all subsequent configuration via 
the wireless connection.

To configure Windows XP:

1. Open Control Panel, open Network Con-
nections, and open the Local Area Connec-
tion device corresponding to your Ethernet 
adapter.

2. Click Properties in the General tab.

3. Select Internet Protocol (TCP/IP) and click 
Properties.

4. To avoid disturbing an existing connection, 
select the Alternate Configuration tab.

5. Select the User Configuration radio button.

6. Set the IP address to 192.168.1.49, subnet 
mask to 255.255.255.0, and gateway to 
192.168.1.1. You may leave the other fields 
blank (Figure 17.1).

7. Click OK.

To configure Mac OS X: 

1. Open the Network preferences pane, and 
choose Network Port Configurations from 
the Show pop-up menu.

2. Click the New button, select Built-In Eth-
ernet, and enter Private Configuration as 
the name. 

3. Make sure the box next to Private Con-
figuration is checked, and select Private 
Configuration from the Show menu. 

4. In the TCP/IP tab, set the IP address to 
192.168.1.49, subnet mask to 255.255.255.0, 
and gateway to 192.168.1.1 (Figure 17.2). 
You may leave the other fields blank.

5. Click Apply Now.

You can later disable or delete these network 
configurations if you desire. 

Configuring Your Computer to Perform Initial Setup
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Simple Setup
Follow these instructions to set up a simple wireless network that shares your 
cable- or DSL-based Internet connection.

1. Once you’ve configured your computer appropriately, open a Web browser 
and in the Address field, type 192.168.1.1, and then press Enter. 

Your browser connects to the EtherFast’s built-in Web server and presents 
you with a password dialog. 

2. Enter admin as the password (you can leave the user name field blank), and 
press Enter again to convince the EtherFast that you are indeed allowed 
to configure the gateway.

The EtherFast presents the Setup tab.

Figure 17.2
Configuring Mac 

OS X to connect to 
a gateway for the 

first time.

Figure 17.1
Configuring 

Windows XP to 
connect to a 

gateway for the first 
time.
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 TIP
If you have the same model of EtherFast that we’re configuring here, but its 
interface looks quite different, visit Linksys’s Web site and see if there’s a newer 
version of the firmware. As you can see, we’re using version 1.42.7, from April 
23, 2002, but earlier versions looked different.

3. Change the SSID field from “linksys” to whatever you want to name your 
network.

4. From the WAN Connection Type pop-up menu at the bottom of the 
screen, choose the appropriate connection type. In most cases, it will be 
Obtain an IP Automatically (which means your ISP assigns you a dynamic 
IP address) or Static IP (which means your ISP has given you a set IP 
address that never changes). Other options include PPPoE, RAS, and 
PPTP (Figure 17.3).

5. Click the Apply button, and when the EtherFast reports “Settings are 
successful” click the Continue button.

6. Click the Password link at the top of the screen to switch to the Password 
tab (Figure 17.4).

7. Enter your desired password in both Router Password text fields.

8. Click the Apply button, and when the EtherFast reports “Settings are 
successful” click the Continue button.

Figure 17.3
Configuring basic 

settings in the 
EtherFast’s Setup 

tab.
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 TIP
Although the EtherFast defaults to not allowing anyone outside of your local 
private network to manage the gateway, even if they have the password, 
you should still change the default password in the Password tab to prevent 
someone from connecting via a wireless connection and messing with your 
settings. If this were to happen, your only recourse would be to reset the 
EtherFast to its factory defaults and reconfigure it.

9. Verify that you can connect to the wireless network and out to the Internet. 
You may wish to reset your computer to use DHCP to do this. 

That’s it—you should have a working wireless network that shares your Internet 
connection and assigns IP addresses via DHCP.

Secure Network Setup
If you want your wireless network to be more secure, you must configure some 
additional settings:

1. Perform the instructions in “Simple Setup,” and make sure everything 
works properly before enabling security settings.

2. In the Setup tab, change Allow Broadcast SSID to Associate to No. That 
closes your network so passersby won’t automatically see it listed with 
available networks.

3. Set WEP to Mandatory, and click Continue next to the WEP options.

The EtherFast displays the WEP Key Setting window.

4. Choose either 64Bit or 128Bit from the first pop-up menu. 128Bit is slightly 
more secure, assuming all your equipment supports it, but requires that 
you enter a much longer WEP key each time you want to connect.

Figure 17.4
Changing the 

EtherFast’s default 
password.
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5. Either enter a passphrase and click the Generate button, or enter WEP 
keys manually. The advantage of the passphrase is that the keys are more 
random; the disadvantage of the passphrase is that random keys are much 
harder to remember and type (Figure 17.5). 

6. Click Apply to save your WEP key settings, and click Continue when the 
EtherFast reports “Settings are successful.”

7. Back in the Setup tab, click the Apply button, and when the EtherFast 
reports “Settings are successful” click the Continue button.

8. Verify that you can still connect to your network, which requires that 
you enter the network name manually, along with the WEP key that you 
entered. 

 TIP
If you screw something up and can’t connect, remember that you can always 
reset the EtherFast to its factory defaults by pressing the reset switch on the 
back for 3 to 5 seconds. You should then close the network and verify that you 
can connect, and then enable WEP and verify that you can connect again. 

Other Interesting Controls
The EtherFast’s manual is good and rich with detail, but let’s discuss a few 
of the more interesting things you can do with the EtherFast that may not be 
obvious initially.

• In the Password tab, you can reset the EtherFast to its factory defaults, 
which may be easier than holding down the reset button for a few seconds, 
depending on where you’ve positioned the EtherFast.

Figure 17.5
Configuring basic 

settings in the 
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tab.
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• In the Status tab, you can check on the EtherFast’s IP setup, which is 
useful if you’re troubleshooting a connection problem with your ISP.

• In the DHCP tab, you can not only enable, disable, and configure DHCP 
settings, you can also check to see what computers the EtherFast has 
assigned IP addresses to by clicking the DHCP Clients Table button. This 
could help you determine if outsiders are using your network. Remember 
that the number of addresses you set here doesn’t affect how many client 
computers the EtherFast can actually handle at the same time.

 NOTE
Because the EtherFast routes the whole local network out to the Internet whether 
or not addresses are assigned by DHCP, you can also set static IP addresses 
on the local network below the starting address you define. For instance, if 
you start DHCP at address 192.168.1.100, you could assign static addresses to 
machines that use port forwarding or other features requiring a fixed address 
to 192.168.1.2 through 192.168.1.99. Adam always does this so he can easily 
connect to all the computers on his local network by IP address.

• Click the orange Advanced button to switch to a different set of tabs where 
you can configure more advanced settings.

• Most people aren’t likely to want to use the EtherFast’s filters to prevent 
computers on a network from getting out via certain points, but it might 
be useful for preventing an addicted teenager from playing games for too 
many hours each day. 

• If you want to make Internet services on a local machine available to 
computers on the Internet, you have two choices. You can enter that 
computer’s IP address in the DMZ Host tab, which exposes all ports on 
that computer to the Internet, or you can make specific ports available in 
the Forwarding tab (Figure 17.6). Here we’ve forwarded traffic for port 
80 (which is the Web) to the computer at 192.168.1.11, which is running a 
Web server. The Port Triggering button lets you set triggers for gaming.

• If your ISP allows only one specific MAC address to connect, you can have 
the EtherFast use that MAC address in the MAC Addr. Clone tab.

Linksys WRT54G
The Linksys WRT54G, as we noted at the start of this chapter, is nearly identical 
in configuration to its earlier cousin, the BEFW11S4. We wanted to highlight 
a few differences, though, which relate to its more advanced features.
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Creating a Software  
Access Point

Although we’ve been talking entirely about hardware so far, there’s no reason 
an access point can’t exist entirely in software on a regular PC or Macintosh. 
In fact, years ago, Apple embraced the notion that with an AirPort card, you 
should be able to turn a computer into the equivalent of an access point even 
while it carries out other tasks. 

 NOTE
Despite Apple’s early Software Base Station support in Mac OS 8.6 and then 
Mac OS 9, Mac OS X lacked the feature for nearly its first year and a half, 
until Mac OS X 10.2 Jaguar came out in August 2002.

 NOTE
Thanks to an exclusive agreement with chip-set makers for its AirPort and 
AirPort Extreme cards, only Apple can enable a special software mode that 
makes a software access point act identically to a hardware access point.

Although Microsoft hasn’t built a true software access point feature into 
Windows, you can simulate it using ad hoc networking. Microsoft is unlikely 
to add this feature because it has recently started selling hardware wireless 
gateways; other equipment makers are equally unlikely to offer it for the same 
reason.

The main advantage of a software access point is clearly cost: Mac users, for 
instance, can get virtually all the features of an AirPort Extreme Base Station, 
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 TIP
If you’re using a third-party wireless network adapter or want more control than 
Apple’s Software Base Station feature provides, check out Sustainable Softworks’ 
IPNetRouter (www.sustworks.com/site/prod_ipr_overview.html). It can 
do everything Software Base Station can do and much more, in part because 
Sustainable Softworks wrote much of Software Base Station for Apple. 

Configuring Internet Sharing in Mac OS X
In Mac OS X 10.2 Jaguar, Apple renamed the Software Base Station feature 
to Internet Sharing and relocated it from the AirPort utility to the Sharing 
preferences pane in System Preferences. 

 NOTE
To share files between two wireless computers, you need only an ad hoc 
network; it’s not necessary to turn on Internet Sharing. You can learn more 
about ad hoc networking and file sharing, in Chapter 12, Creating an Ad Hoc 
Wireless Network, and Chapter 13, Sharing Files & Printers.

Before starting, make sure you have either an Ethernet or an Internal Modem 
connection set up in the Network preferences pane, as you can’t create a software 
access point without one or the other active. Unlike the Software Base Station 
in Mac OS 9, Jaguar’s Internet Sharing feature works whether you receive 
your Internet connection via Ethernet, Internal Modem, or even AirPort. For 
this example, we assume your Internet connection comes via Ethernet from 
a cable modem.

1. Open System Preferences, click Sharing, and click the Internet tab  
(Figure 19.2).

2. In Mac OS X, check Share Your Internet Connection with AirPort-
Equipped Computers. In Mac OS X 10.3, choose either Built-in Ethernet 
or Internal Modem (whichever matches how you access the Internet) from 
the Share Your Connection Using pop-up menu, and then select AirPort 
in the To Computers Using list.

3. In Mac OS X, if you want to enable DHCP service across both your 
wireless and your connected wired network, check Share the Connection 
with Other Computers on Built-in Ethernet.

4. Click AirPort Options to set the network name, channel, and WEP key.

5. Click Start.
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 TIP
If you turn on WEP in Mac OS X 10.2 and anticipate PCs or Macs without 
AirPort cards ever wanting to access your network, we recommend you set the 
WEP key using a dollar sign, followed by the 10-digit or 26-digit hexadecimal 
key. Why? If you set the key using a normal passphrase, there’s no way for you 
to extract a hexadecimal password for use with non-AirPort wireless network 
adapters. Mac OS X 10.3 tells you to choose either a 5 character password 
for 40-bit WEP or a 13 character password for 128-bit WEP for compatibility 
with non-Apple hardware.

Windows XP and Routing Software
Although it isn’t possible to enable a true software access point under any 
version of Windows, you can simulate one with ad hoc networking. Although 
ad hoc networking doesn’t rely on a single machine to route traffic among 
machines on a network, you can still have one of the computers on an ad hoc 
wireless network also connected to an Ethernet-based Internet connection. 
That Internet-connected machine can then act as the gateway that enables the 
other machines on the ad hoc network to reach the Internet. This approach isn’t 
as robust as a true software access point, but it can work fine in small networks 
of only a few machines.

Figure 19.2
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Under Windows XP, you accomplish this sleight of hand by combining ad hoc 
networking with Windows XP’s feature for sharing a network connection with 
other computers. As an added bonus, this feature turns on DHCP service. 

First, follow the instructions in “Creating an Ad Hoc Network in Windows 
XP” in Chapter 12, Creating an Ad Hoc Wireless Network, to set up ad hoc 
networking. Next, make sure you have an Internet connection active through 
another interface, either Ethernet or a dial-up connection. Now follow  
these steps:

 TIP
Windows 2000 can also share a network connection; in Network and Dial-
up Connections, open the connection associated with your wireless network 
adapter, click the Properties button, click the Sharing tab, and check “Enable 
Internet Connection Sharing for This Connection.”

1. From the Control Panel, select Network Connections, and then select the 
Wireless Network Connection item.

2. From the left vertical task list, click Change Settings of This Connection 
under Network Tasks to open the Wireless Network Connection Properties 
dialog (Figure 19.3).

3. Click the Advanced tab.

4. Check Allow Other Network Users to Connect through This Computer’s 
Internet Connection (Figure 19.4).

Figure 19.3
The Wireless 

Network 
Connection 

Properties dialog.
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5. From the Home Networking Connection pop-up menu, choose your 
wireless network adapter to share the wired or dial-up connection with 
other devices on the wireless network.

6. Click OK.

 TIP
To make more complex Internet sharing setups in Windows XP, you can use its 
bridging option to connect multiple networks via your computer. Use Windows 
XP’s built-in help to read more about this feature.

You’ve now turned your Windows XP system into something approaching a 
software access point, complete with sharing an Internet connection and serving 
IP addresses to other computers on the ad hoc network via DHCP.

Figure 19.4
Configuring 

Internet sharing in 
Windows XP.
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Bridging Wireless Networks

Once you’ve been bitten by the wireless networking bug, it’s all too easy to keep 
adding machines and expanding your network until suddenly you come up 
against a brick wall, perhaps literally. Your next expansion is stymied because 
some client computers cannot reach your single access point. 

It’s common for a larger house and almost every small office to lack an ideal 
place where a single access point can serve all the client computers. As we note 
in Chapter 15, Planning Your Wireless Network, in the “Multiple Access Points” 
sidebar, adding another access point via Ethernet to create a roaming network can 
solve the problem. But a roaming network requires a wired Ethernet connection 
running among all the access points to connect them into a seamless network.

Cheap though it is, cable may not be your best option because of distance or 
physical barriers. How many holes do you want to drill in your home? How 
badly do you want to persuade a building owner to let you pull wire through her 
walls? Instead, you can use a variety of inexpensive bridges and access points to 
connect individual access points wirelessly, retaining (and indeed enhancing) 
the advantage of wireless networking without requiring additional wires. It 
usually saves you money, too.

Bridging Basics
The concept behind wireless bridging is that you connect a single access point to 
an Internet connection, which almost always involves an Ethernet or telephone 
cable. Even if your Internet connection arrives wirelessly, as Adam’s does, you 
still run an Ethernet cable from the incoming feed to at least one gateway.
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Then you install one or more access points to add coverage to an area unreachable 
by the first. The second access point must be located at a point where it can 
still connect wirelessly to the first access point (Figure 20.1). You may be able 
to daisy-chain additional access points from that second one to extend the 
network in a straight line. Alternatively, if you want to increase the radius of 
your wireless coverage, you may be able to add additional access points that all 
spread out from the central hub of the first access point (Figure 20.2). 

The magic comes in configuring the access points (or wireless bridges connected 
to the access points) to move traffic from the second access point’s wireless 
client computers, through the second access point, across a wireless connection 
to the first access point, and out to the Internet.

Figure 20.1 
A typical two-

access point bridge 
in which client 

computers connect 
to access points 

which connect to 
each other.

Figure 20.2 
A more complex 

arrangement 
radiating from a 
central, Internet-

connected gateway.
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frequencies in the 2.4 GHz (or 2400 MHz) part of the radio spectrum, 
whereas television uses frequencies in the 100 MHz part of the spectrum. As 
the frequency increases, the size of the wavelength decreases, and thus the 
antenna size can also decrease.

Most dipole antennas have a limited gain between 2 and 3 dBi, and although 
you can purchase replacement dipole antennas, you should consider them 
only replacements, not range extenders. In fact, the main utility of an access 
point with removable (not all are) dipole antennas is that it’s much easier to 
add a more powerful external antenna. Life is easier if you don’t have to drill 
holes in your access point or solder connections between your access point and 
external antenna.

Antenna Installation Tips
Although every indoor installation is different, we can offer a few tips that 
should apply in most situations.

• Don’t assume that the higher the gain, the better the antenna. Antennas 
increase gain by concentrating the radio waves, so usually the higher gain 
antennas are highly directional. If you need broad coverage, a lower gain 
omnidirectional antenna will probably work better. 

• Before you install your antenna, spend some time with a signal strength 
monitoring tool to determine where signal strength is the weakest. See 
“Stumbling onto Wi-Fi” in Chapter 25, Preventing Access to Your Network.

• If possible, position a laptop (in ad hoc mode) roughly where you anticipate 
installing the antenna to evaluate whether or not the position is likely to 
work.

• Before finishing the installation of your antenna, check signal strength 
in all the areas you had trouble before. Remember that all antennas have 
specific radiation patterns, so you may need to reorient the antenna in 
some direction to achieve the desired signal strength.

• The longer the cable connecting the antenna to your access point, the more 
signal strength you lose, which is why most antennas sold for use indoors 
have short cables. Keep that in mind when planning how you’ll use an 
antenna, since you may need to run more Ethernet cable to position your 
access point near where you want the antenna.
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Small Office Wi-Fi 
Networking

If your organization is large enough to have an IT (information technology) or 
IS (information services) department, you might already have all the resources 
you need to set up and run a Wi-Fi network securely and efficiently both in 
your office and for your traveling users. But in this chapter, we’re aiming to 
help those millions of businesses that use computer networks but don’t have 
extensive—or any—dedicated in-house technical resources.

Small offices typically face two problems in building and using Wi-Fi networks 
in their facilities and in making it possible for employees to access network 
resources from the road:

• Creating an encrypted tunnel to protect data passing over a local network 
or data being sent back and forth to a wireless worker on the road who is 
likely on an open Wi-Fi or wired network

• Permitting only authorized users to access network resources, and, the flip 
side, allowing safe guest access

In this chapter, we offer some simple and cost-effective suggestions that won’t 
send you scuttling to the classifieds to hire an expensive staffer. Instead, you 
might be able to set up a secure, small-office wireless network by yourself, or 
at least spend only a few hours with a consultant.
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you’re concerned about the sensitivity of your data, read the rest of that 
chapter as well. It’s also worth reading Chapter 27, Protecting Your Systems, 
just in case.

• If you maintain a wireless network in a business, you should read all the 
chapters in this section, thinking hard about your company’s risk factors as 
you go. In particular, in Chapter 26, Securing Data in Transit, consider how 
far you want to go to protect your company’s sensitive data. Also important 
is Chapter 27, Protecting Your Systems, because your data is probably more 
attractive to electronic thieves than the data of a home user.

• If you regularly use wireless networks while traveling, be sure to read 
Chapter 26, Securing Data in Transit. The more sensitive your data, the 
more seriously you should consider the approaches in that chapter.

 NOTE
There’s no easy way to say this. Security, whether you’re talking about 
protecting your car, your home, or your wireless network, is hard, mostly 
because it’s always a battle with another human being. Locking your door 
with a simple knob lock stops amateur thieves, but keeping more experienced 
thieves out requires a strong deadbolt. And if you live where burglary is likely, 
or if you have especially valuable property, you have to think about whether 
multiple locks, alarm systems, or bars on the windows are also necessary. 
Unfortunately, the kind of people who break into networks are usually much 
smarter than garden-variety thieves, and as a result, the security measures 
you must take to stop them are commensurately more complicated. So, our 
apologies up front, but the chapters in this section are inherently more technical 
than much of the rest of the book.
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Preventing Access to  
Your Network

Until mid-2003, the tools available to prevent both crackers and casual passersby 
from accessing your network and the computers on it ranged from fair to poor. 
Thankfully, a broad-based industry alliance has brought real security to home 
and small-office users without increasing complexity, though support for this 
new, secure standard is still making its way into the marketplace.

We start, however, with two techniques you’ve heard a lot about, and which 
companies have tended to emphasize in the past, but which are almost completely 
useless against anyone with a few simple tools.

We then move to the real security measures: the old techniques, and why they’re 
broken; plus the new method, and how to use it.

Sops to Security
In the real world, people interested in security may remove the street numbers 
from houses or take the company name off the front door. Still others put up 
large “No Trespassing!” signs. These approaches don’t prevent burglars from 
breaking in, and they’re unfortunately analogous to several common approaches 
to securing a wireless network. 
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Closing Your Network
Most wireless access points enable you to “close” your network, which turns off 
a message with the network’s name that the access point otherwise broadcasts 
continuously. These broadcasts make it easy for wireless adapters to find and 
connect to networks.

Some access points call this option a “closed network,” and others ask if you 
want to “disable broadcast name.” No matter what the terminology, a closed 
network’s name doesn’t appear in the list of available networks in ordinary 
client software (Figure 25.1).

Don’t be lulled into a false sense of complacency. Although a closed network 
offers protection from the most casual observer, many programs that can monitor 
wireless networks—from commercial down to open-source freeware—can 
easily see the names of closed networks.

In short, if you don’t want average people connecting to your network, there’s 
nothing wrong with making it a closed network, but the only people you’re 
keeping out are those who almost certainly weren’t a security risk anyway.

Access Control by Network Adapter
There’s another mostly useless way to restrict access to a network: allow only 
specific network adapters to connect (Figure 25.2). Like all Ethernet network 
adapters, a Wi-Fi adapter is identified by its MAC (Media Access Control) 
address, a unique serial number assigned to every network adapter.

However, as we note in Appendix A, Networking Basics, MAC addresses are 
not immutable and can be spoofed relatively easily. For instance, many gateways 
and access points let you change their Ethernet adapter’s MAC address to 
simplify connecting to ISPs that lock connections to a specific network adapter. 
They don’t pose a security threat, but it’s not much harder to change the MAC 
address of a wireless network adapter.

Figure 25.1
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FTP can be secured with SSL by using free and commercial software as long as 
the FTP server you want to connect to handles SSL connections. On the free 
side, check out Glub Tech (www.glub.com) to find a Java-based, secure FTP client. 
On the commercial side, read the article “Secure FTP 101” to find an overview 
of secure FTP and a list of commercial software (www.intranetjournal.com/
articles/200208/se_08_14_02a.html). Also, various software companies have 
added SSL support to their FTP client software. (Other FTP packages have 
opted for SSH; see details under “SSH (Secure Shell),” above.) 

 TIP
A Unix and Windows package called Stunnel (www.stunnel.org) lets a system 
administrator add SSL to practically any service by wrapping SSL around existing 
server software instead of requiring a different FTP or email server.

VPN (Virtual Private Network)
As you’ve undoubtedly noticed, all the encryption solutions we’ve discussed 
so far are specific to a type of Internet service, specific files or messages, or 
certain software. Why not just encrypt everything? For that you need a VPN, or 
virtual private network. VPNs are the ultimate solution for securing your data 
because they create an encrypted pipe, called a tunnel, between your computer 
and a VPN server. Since the data you send or receive—email, FTP, Web, and 
anything else—between your computer and the VPN server is encrypted, you 
don’t have to worry about an intruder breaking into your wireless network. 
Even if someone were to break in, she couldn’t decrypt the tunnel that carries 
all your communications (Figure 26.8).

The downside to using a VPN is that setting up a VPN server is not trivial. It 
requires dedicated hardware, as well as ongoing monitoring and maintenance. 
Apple’s inclusion of VPN server software in its Mac OS X Server 10.3 
package—$499 or $999 for 10 or unlimited users, respectively—might ease 
the cost and difficulty enormously. 

Also, at least one quasi-ISP, Boingo Wireless, lets you create a VPN tunnel 
using its VPN servers. Boingo is a national wireless ISP that aggregates access 
from other wireless networks, providing a single login account and a single bill, 
no matter which of their partners’ wireless ISP networks you might use (see 
Chapter 28, Finding Wi-Fi on the Road). Boingo’s Windows client software 
features a built-in VPN client. When you connect to a wireless network using 
this client, the VPN software tunnels all traffic to Boingo’s network operations 
center, at which point it’s decrypted to traverse the rest of the Internet. 
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 NOTE
Boingo plans a Mac client as well, and may charge a monthly fee to use its 
VPN service and authenticated SMTP outbound mail server.

Two popular protocols are used for VPNs: PPTP (Point-to-Point Tunneling 
Protocol) and IPsec (short for “IP security”). Microsoft developed PPTP, 
so PPTP client software ships with most versions of Windows. In addition, 
PPTP is built into Mac OS X 10.2 and later, and PPTP clients are available 
for Unix and Linux.

Security experts consider IPsec a more robust standard, and IPsec client software 
is widely available for Windows, as well as built into Mac OS X 10.2 at the 
command line and into 10.3 in the Internet Connect software (Figure 26.9). 

 NOTE
IPsec used with VPNs is technically called IPsec-over-L2TP, because IPsec is an 
encryption protocol, while Layer 2 Tunneling Protocol is the method of running 
IPsec over an Internet connection. We’ve also seen it called L2TP-over-IPsec 
for reasons we can’t explain.

Graphical clients are generally necessary for IPsec because it is substantially 
more complicated to confi gure than SSH, currently requiring a number of 
confi guration fi les and command-line settings.

VPNs using IPsec often don’t work over wireless networks that use NAT 
because of how the content is encrypted. The VPN server needs to see a specifi c, 
public IP address attached to the client, but because NAT rewrites packets to 
include the IP number of the NAT gateway instead of the actual client, there’s 
a mismatch that disables starting a connection. However, many gateways and 
access points have been updated in the last year to support IPsec. If your access 
point doesn’t support IPsec, see if the manufacturer offers a fi rmware upgrade, 
or buy an access point that can handle it.

Figure 26.8
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Our bottom line: if you need to use an existing VPN, your company almost 
certainly offers internal support to help you configure it. If you want to set up 
a VPN, you should investigate the options and see if they offer enough benefits 
to outweigh the initial and ongoing costs; we offer some insight into this in 
Chapter 22, Small Office Wi-Fi Networking.

Most large organizations have adopted VPNs as a comprehensive approach 
to security for employees connecting from insecure remote locations, such as 
their home wireless networks.

Figure 26.9
Connecting to an 

IPsec VPN in  
Mac OS X 10.3 and 

Windows XP.
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Protecting Your Systems

One part of security is protecting your data in transit; the other part is 
protecting your systems—your computers, any Internet servers you run, your 
wireless gateway, and so on—from online intruders. Because wireless networks 
potentially expose your systems to attackers who would never have the same 
kind of access on a wired network—unless they broke into your house or 
business—you need to exercise greater care when protecting your computers 
on wireless networks.

 NOTE
We could go into great depth here, but this topic takes us far afield from wireless 
networking itself. Instead, if you’re interested in reading more about this topic, 
we recommend checking out Internet Security for Your Macintosh: A Guide 
for the Rest of Us by Alan Oppenheimer and Charles Whitaker. Although the 
book is full of how-to information for Mac users, the conceptual overviews 
apply to Mac, Windows, Linux, and Unix. 

You can secure your computers against snooping or attack in two ways: an 
active firewall or network address translation. You can use them separately or, 
for additional security, combined. And of course, it’s essential to run current 
anti-virus software, particularly if you use Windows. But first, why worry?

Why Worry?
You might think that you don’t need to protect your computers, but, unfortunately, 
there are seemingly hundreds of thousands of bored, amoral people out there, 
constantly and automatically scanning large blocks of Internet addresses for 
weaknesses. These days, it can be only a matter of minutes after a computer 
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first receives a public IP address before the first attack is launched against it. 
Most of these attacks are entirely automated using scripts deployed by script 
kiddies, or inexperienced crackers who use prefabricated software.

These attacks focus on known bugs in software that allow a remote program 
or person to infiltrate your computer and take control of some of your software 
or the entire operating system. Once the attacker has established that level of 
control, he can either destroy your system or install software that attacks other 
computers, turning your computer into what’s called a zombie.

Don’t assume that attacks necessarily come from people. It’s even more likely 
that your computer will be attacked by a worm that’s already taken over 
someone else’s machine. Worms propagate viruses which in turn propagate 
worms. The virus may also cause other damage or turn the computer into a 
zombie for later attacks. 

 NOTE
We’re not kidding about being infected within minutes of turning on a new 
computer. Glenn was testing a Windows XP Home laptop in August 2003: he 
had—no joke—powered the machine up and had just run the browser when 
the machine was infected and rebooted. He was able to download the Blaster 
patch on the next go round and fix it. But it had been one or two minutes at 
most before the infection took place.

Most attacks are aimed at computers running some version of Microsoft Windows 
or other software from Microsoft, such as Outlook or Internet Information 
Server. Microsoft has patched known holes, but many Windows users don’t 
download and install these security patches, leaving their computers open to 
further exploitation and infection. 

 TIP
If you’re using Windows, put this book down right now and use Windows 
Software Update to install all security patches released by Microsoft! If you’re 
a Mac or Unix user, make sure to encourage all your Windows-using friends 
and colleagues to do the same. If everyone would just stay current on security 
patches, most worms would have much less impact.

Although some viruses exist for Macs, the number is a fraction (and a very 
small fraction, at that) of those aimed at Windows, which reduces the worry 
for Macintosh users. Also, since Macs are a much smaller percentage of the 
overall market, most crackers haven’t been particularly interested in breaking 
into Macs. It’s also very difficult to force a Mac user to execute an attachment 
in an email program unintentionally, or to convince a Macintosh email program 
to execute malicious code attached to an email message, which are two of the 
primary methods by which Windows viruses spread.
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coming from, and optionally alerts you. Extremely expensive network firewall 
hardware can recognize thousands of these attack patterns.

Many firewalls also let you set access rules that vary by day of week and time 
of day. Thus, when you’re paying attention to the network, it can operate at 
a lower level of security. This makes it easier to carry out routine tasks that 
otherwise might be tedious with the firewall in place.

Practically every gateway we’ve looked at includes a built-in firewall, although 
these bundled firewalls tend to be primitive. Refer to your manual for details 
on how to configure your gateway’s firewall.

If you’re roaming, or want more granular control, you can install personal 
firewall software on individual computers. You could try Windows XP’s 
built-in firewall, but we recommend the more full-featured ZoneAlarm Pro 
(www.zonelabs.com) for Windows, a powerful but easy-to-use package that’s 
cheap and well supported. On the Mac, Glenn swears by Intego’s NetBarrier 
X3 (www.intego.com/netbarrier/). Under Mac OS 9, Adam likes Sustainable 
Softworks’ IPNetSentry (www.sustworks.com/site/prod_ipns_overview.html); in 
Mac OS X, he uses the built-in firewall or Sustainable Softworks’ IPNetSentryX 
(www.sustworks.com/site/prod_sentryx_overview.html). If you want more control 
over Mac OS X’s built-in firewall, check out the shareware BrickHouse utility 
at http://personalpages.tds.net/~brian_hill/brickhouse.html.

 NOTE
Zone Labs offers a version of ZoneAlarm that works hand-in-hand with some 
Linksys gateways, like the EtherFast BEFW11S4 we cover in Chapter 17, Setting 
up a Gateway. See Linksys’s Web site at www.linksys.com for details.

 TIP
When configuring a firewall, the standard approach is to deny all access, 
then open specific holes in the firewall. That way, it’s much easier to figure 
out what’s happening in an attack, since the set of possible ways through the 
firewall is small. The only downside is that you must spend time determining 
which ports to open.

 TIP
If you use Dantz Development’s Retrospect backup program or Netopia’s 
Timbuktu Pro remote control program, you might go crazy troubleshooting 
connection problems with certain remote machines. It’s almost always because 
the firewall is on. Read the FAQs at www.dantz.com and www.netopia.com 
on which ports to open. 
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Enabling the Windows XP Firewall
Commercial firewall software may give you more options and a better interface, 
but the built-in firewall software in Windows XP will do the job. 

In Windows XP, follow these directions to set up a firewall:

1. Open Control Panel, and then double-click Network Connections.

2. Select the connection you want to secure (you can repeat this for multiple 
connections).

3. In the left pane, click Change Settings of This Connection under the 
Network Tasks area.

4. Click the Advanced button.

5. Check Protect My Computer and Network by Limiting or Preventing 
Access to This Computer from the Internet.

Enabling the Mac OS X Firewall
In Mac OS X, enabling the firewall is extremely easy. Follow these steps: 

1. Open System Preferences, and click Sharing to open the Sharing preferences 
pane.

2. Click the Firewall tab, and click Start.

3. Select any services that need outside access.

4. Click New or Edit to modify the services listed.

NAT (Network Address Translation)
Running NAT on your gateway eliminates the possibility of many break-ins 
because NAT addresses are typically private—restricted to the local network—
and thus unreachable from the outside world (see Appendix A, Networking 
Basics, and Chapter 16, Buying a Wireless Gateway, for more details on NAT). 
Whenever a computer with a private address on the local network requests a 
connection with another machine on the Internet, the NAT gateway rewrites 
the request so it appears to have come from the NAT gateway, which must run 
on a publicly reachable computer.

If someone tries to attack a network protected by NAT, only the gateway is 
exposed. A gateway may have some vulnerability, but gateways are typically 
much more capable of resisting attacks because their software is so simple and 
they don’t have many ports open—possibly none at all. Because gateways don’t 
do that much, it’s hard to hijack them.
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Some people call NAT a “passive firewall,” and many manufacturers that 
advertise gateways with firewalls are really offering only NAT.

You should be aware that NAT doesn’t protect you from other users on the 
same network, such as in a coffeehouse or hotel.





V 
Taking It on the Road

Using a wireless network at home or in your office is freeing, of course, but 
you haven’t lived until you’ve opened up your laptop in some random airport 
or coffee shop and been rewarded with wireless Internet access. Talk about 
one of life’s little victories!

But how do you find wireless networks when you’re traveling (or better yet, 
before you leave)? Turn to Chapter 28, Finding Wi-Fi on the Road, for a slew 
of tips and pointers for where you can find access to an Internet-connected 
wireless network. Most of those networks aren’t free, and the commercial 
wireless ISPs often provide their own connection software—which is what 
you learn to use in Chapter 29, Configuring WISP Software. 

And as much as Wi-Fi is becoming increasingly available almost anywhere you 
think to travel, cellular phones work in many more places around the world, 
so in Chapter 30, Using Cellular Data Networks, we investigate using your cell 
phone to check email and browse the Web.

Chapter 31, Prepping for the Road, and Chapter 32, Working on the Road, distill 
our years of experience related to accessing and using wireless networks while 
(and before) traveling. You can make your life a lot easier with some preparation, 
and once you’re actually out on the streets of an unfamiliar city, our tips will 
help make you as productive as possible.





28
Finding Wi-Fi on the Road

In this age of the Internet, being out of touch while traveling can be incredibly 
frustrating. Cell phones help, certainly. But for many of us, email forms the 
hub for most of our communications. When our customers, clients, colleagues, 
friends, and family don’t realize that we are traveling, they expect us to check 
our email as frequently as we normally do. For us travelers, the lifeline back to 
the rest of our lives—our digital lives at least—is increasingly becoming Wi-Fi 
networks found in public places. 

For the most part, using a wireless network while you’re on the road is exactly 
the same as using one at home or at the office. The main difference is that 
collecting all the information you need to connect to a potentially unknown 
network successfully can take time, and—in most cases—you must compile 
the information before you leave.

 TIP
No matter how reliable you believe your wireless connectivity will be during 
a trip, always make sure you can use the modem in your laptop or low-speed 
service via your cell phone to connect to an ISP as well. It might be costly to 
dial long-distance if your ISP doesn’t have a local number in your area, and 
per-megabyte charges with your cell carrier can add up, but even expensive 
Internet access is better than none at all in some situations.

You may find wireless networks in unlikely and far-flung spots so it’s worth 
taking a few minutes before you leave to determine where you can find wireless 
networks at your destination.
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Free Wireless Networks
Remarkably, there are thousands of places where you can hop on a wireless 
network to access the Internet for free. There are no service guarantees, of 
course, and the speed of the connection can range from a trickle at the speed 
of a 56 Kbps dial-up to a Niagara Falls at the speed of multiple T-1s. But for 
a quick email check, a free network could be just the ticket.

All that’s necessary to access the Internet via one of these free networks is that 
you select the network name from your list of available signals. A few community 
networks redirect your first Web browser request to a page that identifies 
legitimate use of the network and asks you to agree to it before proceeding.

 TIP
If a community network requires you to click through an acceptable use 
agreement before you are allowed to connect, you can’t check email until 
you launch a Web browser and agree to the acceptable use policy.

Community Wireless Networks
Many communities have small, or even large, collections of loosely aggregated 
open networks created by individuals in the community. These community 
networks provide isolated hot spots in most cities, and certain neighborhoods 
have nearly complete coverage. For instance, several parks in New York City 
have excellent high-speed service, including locations in Lower Manhattan. 
These hot spots are generally operated by business districts or NYCwireless 
(www.nycwireless.net). 

Although there’s no comprehensive way to find an up-to-date list of all these hot 
spots nationwide or worldwide, the best approach is to look for a wireless community 
network where you’re going, and then see if its Web site maintains a list of current 
hot spots. Personal Telco, a Portland, Oregon–based grassroots organization 
devoted to community-based communications networks, publishes the most 
extensive list of wireless community networks at http://personaltelco.net/ 
index.cgi/WirelessCommunities.

Libraries
Many communities have added (or plan to add) wireless Internet access to 
their public libraries. Adam’s wife, Tonya, serves on the Tompkins County 
Public Library Board of Trustees in Ithaca, New York; as we write this book, 
Adam is helping the library consider what it would take to install and use the 
necessary access points for wireless Internet access. 
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Macintosh
iPassConnect 2.3 for the Mac works with Mac OS X 10.2 and later. (iPass also 
makes a version for Mac OS 8.6/9.x that looks quite similar.)

Connection Settings
In Mac OS X 10.2.8, connection settings were unavailable for configuration: 
choosing Preferences from the iPassConnect menu caused the software to quit 
in our testing. Since you can configure your AirPort or AirPort Extreme card 
and your internal modem using the Network preferences pane in Mac OS X, 
not being able to do so in iPassConnect shouldn’t cause any difficulties. 

Making a Connection
iPassConnect’s main screen is divided into tabs corresponding to the kinds 
of service offered. Click the Wireless Broadband tab (Figure 29.14). In this 
example, we’ve searched for locations in New Hampshire. If you want more 
information about a location, select it and choose Show POP Info from the 
Edit menu (Figure 29.15).

Needless to say, if you can’t find any wireless locations where you’re going, check 
the Modem and Wired Broadband tabs for other types of Internet access. It 
always pays to have backup plans!

 TIP
Because locations are frequently added or changed, select Update Phonebook 
from the iPassConnect menu to download the current list.

To connect to a location you’re at, just select it and click Connect.

Figure 29.14
Finding Wi-Fi 

hot spots in 
iPassConnect.
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GRIC
GRIC, a company much like iPass, didn’t respond to a number of requests over 
the last couple of years to provide us with its Windows or Mac client software 
to write about.

Sprint PCS
Sprint PCS is a large cellular carrier that started offering Wi-Fi service in 
September 2003, mostly through locations run by other operators. Sprint PCS’s 
software is derived from the iPassConnect 3 client, although it has substantially 
fewer options. Download the Windows-only software from http://sprint.com/
pcsbusiness/products_services/data/wifi/advantages.html.

 TIP
When you install PCS Connection Manager, you can choose PCS Wi-Fi Access 
as one of the several options in the software; if you’re also using or planning on 
using Sprint PCS’s 2.5G cell data service, you can manage those connections 
with PCS Connection Manager as well (Figure 29.16). 

The essential operation is straightforward: if there’s a network in the area that 
Sprint PCS resells access to or operates, you can connect to it. As we write this, 
there’s a per-connection fee with no unlimited monthly option.

 TIP
You can set up your service to connect at all times (and thus continuously incur 
new fees) by clicking the Menu icon and then choosing PCS Wi-Fi from the 
Settings submenu (Figure 29.17). Check Keep Buying More Time.

Figure 29.15
Getting more 

information about a 
location.
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To find other locations, click Find a Network in the main PCS Connection 
Manager screen. In the Find a Network dialog, enter part of an address, 
including city, state, or ZIP code (Figure 29.18).

Figure 29.16
Choosing options 

when installing.

Figure 29.18
Searching for 

locations.

Figure 29.17
Setting the PCS 

Connection 
Manager to keep 

buying more time.

Choose PCS Wi-Fi from the Settings menu 
to reach the dialog box where you can 

check Keep Buying More Time.
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Other WISPs
As we noted at the start of this chapter, other cellular and landline phone 
companies will soon offer their own custom connection clients. This includes 
AT&T (the parent company), AT&T Wireless (the cellular company), Verizon 
Wireless (expected toward the end of 2003), SBC (also by the end of 2003), 
Cingular (by 2005), and T-Mobile. T-Mobile has licensed Boingo’s software.

In most cases, these custom connection programs will allow you to connect not 
just to Wi-Fi networks, but also to 2.5G and eventually 3G cell data networks. 
Because hardware makers are creating laptop PC Cards, PDA chips, and cell 
phones that can handle cell and Wi-Fi in a single slot or device, software that 
can manage every type of connection will become increasingly useful.



30
Using Cellular Data Networks

As we noted back in Chapter 4, Other Wireless Standards, cellular telephone 
operators offer (and will continue to offer) a variety of methods to connect to 
the Internet over a cell network using a PC Card or a cell phone. In that chapter, 
we discussed the underpinnings and technology that make it up; here, we look 
at actually using cell data service.

Although dozens of options are available, we examine two popular ones 
here: connecting to GSM and GPRS networks via a cell phone and using a 
CDMA2000 network with a laptop and a PC Card.

Before we get started, however, you might be interested in what it currently 
costs to send and receive cellular data (Table 30.1). We expect prices to change 
constantly, but always in the direction of becoming more affordable.

Connecting with GSM and GPRS
The popular Sony Ericsson T68i cell phone uses both the GSM and GPRS 
standards, which are common in Europe and increasingly found in the United 
States. Data calls made over a GSM network run at 9600 bits per second (bps), 
while over a GPRS network, the speed can range from about 10 to 50 Kbps, 
depending on the congestion on the network and the local infrastructure.

The easiest way to make a modem call using the T68i is via Bluetooth. In Chapter 
11, Connecting via Bluetooth, we provide details on how to pair computers and 
other devices using Bluetooth. As an example, here are the steps for pairing a 
T68i and a Macintosh:
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buying an antenna. Similarly, when you install it, mount it as securely as possible. 
If you mount it on a round pole, make sure it can’t rotate on the pole—the 
antenna is more likely to rotate in the wind than to blow over entirely.

We’ve talked about antennas, cable, pigtails, 
and connectors, but into what do you plug the 
pigtail? Whether you’re connecting to a WISP 
or extending your existing network as discussed 
in the previous chapter, your wireless device 
must act like a client, that is, like a normal 
wireless-capable computer connecting to an 
access point. In fact, if you want to connect 
only a single computer to a WISP, you can 
install a wireless network adapter that has an 
antenna jack and connect it to your pigtail. 
More difficult is connecting an entire network 
to a long-range wireless connection, and for 
that you have two options:

Network server. Connect a wireless network 
adapter to a computer, attach the antenna (via 
a pigtail) to the wireless network adapter, and 
run software on the computer that turns the 
computer into a gateway. For Windows XP, 
you can use its built-in capability to share an 
Internet connection, which we cover in Chapter 
19, Creating a Software Access Point. For Mac 
OS X, try using Brian Hill’s $25 shareware 
BrickHouse utility (see http://personalpages. 
tds.net/~brian_hill/brickhouse.html) to 
conf igure Mac OS X’s built-in Internet 
Sharing feature. For Mac OS 9, check out 
the $89 IPNetRouter from Sustainable Soft-
works at www.sustworks.com/site/prod_ipr_
overview.html. Your computer must then con-
nect via normal wired Ethernet to an Ethernet 
hub, and if you want to provide internal wireless 
network access as well, instead of a plain hub, 

use a wireless gateway that integrates an access 
point and an Ethernet hub. The downside of 
this approach is that the connection is active 
only when the computer is on and functioning, 
so it’s a task best handled by a computer that no-
body uses for regular work—older computers, 
particularly space- and power-saving laptops, 
often work well in this situation.

Wireless Ethernet bridge. Use a wireless 
Ethernet bridge such as the Linksys WET11 
(www.linksys.com/Products/product.asp?grid
=22&prid=432) or the smartBridges airBridge 
(www.smartbridges.com/new/products/ab.php), 
both of which can accept external antennas and 
can bridge the long-range wireless connection 
to a wired Ethernet network. (See Chapter 20, 
Bridging Wireless Networks, for more details.) 
Again, if you want to provide internal wire-
less network access, you must also connect the 
wireless Ethernet bridge to a wireless gateway. 
(Just because a wireless gateway says it provides 
bridging between wired and wireless networks 
does not mean it can bridge a long-range wire-
less connection. That’s because most wireless 
gateways can run their wireless radios only as 
access points, where they’re acting as a hub for a 
wireless network, rather than as clients, where 
they’re connecting to another access point.)

In either case, you probably want to run NAT 
and DHCP to provide private IP addresses 
for your computers. See Chapter 16, Buying a 
Wireless Gateway, for more information.

Making Long-Range Wireless Connections
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Also pay close attention to your cable and connectors. Most antenna cable is 
designed for outdoor use, and threaded connectors provide much more secure 
connections than push-on or twist-to-lock connectors. Threaded connectors can 
be fairly waterproof, but it’s still a good idea to wrap them in waterproof tape, 
since water has a nasty habit of infiltrating even the most secure connections. 
If the vendor you buy your antenna gear from doesn’t carry it, you can find 
waterproof tape suitable for this task at Radio Shack. If possible, make sure 
the tape can hold up under ultraviolet radiation, too.

 TIP
Several companies sell “ruggedized” enclosures, which are waterproof boxes 
that resemble the plastic phone company boxes on the outside of your house. 
You can use these cases for installing wireless networking gear outdoors. Of 
course, electronics generate heat, so the heat in the box, especially on a hot 
day, could cause hardware failures.

If you plan to attach your antenna to a building, make sure everything is 
securely fastened down. In many cases, there may be no obvious place to attach 
mounting brackets, or you may not have permission to make such modifications 
to the building. In a situation where you have a flat roof, consider constructing 
a sturdy sled with a wooden base and supports (Figure 34.13). As long as you 
weigh down the base with concrete blocks or sandbags, the sled should work 
fine (but make sure it won’t damage the roof surface).

Figure 34.13
Simple antenna sled 

design.



A
Networking Basics

Although wireless networks are easy to assemble and maintain, they’re still 
networks, and a certain level of comfort with conventional networking can help 
you understand how your wireless network works. More importantly, most 
people rarely connect only wireless devices to a network, but must also hook 
in Ethernet printers and older wired machines, so some additional background 
in networking serves you well there, too.

When it comes to networking knowledge, we suspect you fall into one of three 
categories:

• Although you know computers can hook together into networks, you don’t 
know much about 10Base-T Ethernet, never considered the difference 
between a hub and a gateway, and truly feel lost when contemplating 
whether or not you should use a crossover cable when connecting two 
network devices. Don’t feel ashamed—we all started somewhere, but you’ll 
want to read this entire appendix carefully. Also, this appendix can act as 
an ongoing reference if you hit rocky spots while setting up a network.

• You’ve performed some simple networking before, perhaps connecting a 
couple of computers to each other via a hub so you could transfer files back 
and forth and share a high-speed Internet connection. When push comes 
to shove, you can probably make most network devices work via trial and 
error, but you’re not sure how it all works. We recommend you read this 
appendix, skipping any sections that cover information you’re sure you 
already know. Refer back as you encounter less familiar concepts in the book: 
a few minutes of reading can save hours of fruitless experimentation.
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• You’re a network administrator with lots of certification letters after your 
name, and we should ask you for help. No need to waste your time here—to 
quote Obi-Wan Kenobi, these aren’t the droids you’re looking for, and 
that’s why we’ve put this information in an appendix.

For those of you in the first two categories, let’s start with a real-world analogy 
so we’re all on the same page.

What’s a Network?
What’s a network? Put simply, networks transport data from one computer 
to another. When you try to wrap your head around the concept of networks, 
it can help to think of them in terms of everyday transportation systems, like 
highways or railroads.

For instance, consider a railroad. It’s made up of stations and freight yards 
connected by tracks. On the tracks, freight trains carry cargo containers; each 
container is labeled with a description of the container’s eventual destination.

Now let’s translate our railroad network into a computer network. Our computers 
are the railroad stations along the tracks, and the tracks are the wires that run 
from computer to computer. Cargo carried on a freight train travels in containers; 
data carried on a network—computer files, Web pages, email messages, and so 
on—travels in packets. In the networking world, packets play a key role in moving 
data around. A packet contains a small chunk of a larger piece of data that’s been 
divided up. Every packet has a header that states where it came from and where it’s 
heading, performing the same task as the routing label on each cargo container.

Just as almost all railroads now use the same gauge track for compatibility 
reasons, adherence to standards in computer networking is essential. For 
instance, you can’t use any old wire to connect computers, and if you mix wire 
types, you run into exactly the same situation that early railroads of different 
gauges experienced—workers had to transfer cargo from one train to another, 
which required a special device like a crane and tended to slow down delivery 
time. Although you can choose from a variety of acceptable wire types, it’s 
best to stick with one type.

The same principle applies when you connect a wired network to a wireless 
network. Making the connection is like transferring containers from a railroad 
car to a cargo plane. The cargo containers remain the same, and their labels 
still say where they’re headed, but you’ve traded the rigidly constrained world 
of railroad tracks and stations for wide-open airways and airports.
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