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coming from, and optionally alerts you. Extremely expensive network firewall
hardware can recognize thousands of these attack patterns.

Many firewalls also let you set access rules that vary by day of week and time
of day. Thus, when you’re paying attention to the network, it can operate at
a lower level of security. This makes it easier to carry out routine tasks that
otherwise might be tedious with the firewall in place.

Practically every gateway we've looked at includes a built-in firewall, although
these bundled firewalls tend to be primitive. Refer to your manual for details
on how to configure your gateway’s firewall.

If you’re roaming, or want more granular control, you can install personal
firewall software on individual computers. You could try Windows XP’s
built-in firewall, but we recommend the more full-featured ZoneAlarm Pro
(www.zonelabs.com) for Windows, a powerful but easy-to-use package that’s
cheap and well supported. On the Mac, Glenn swears by Intego’s NetBarrier
X3 (www.intego.com/netbarrier/). Under Mac OS 9, Adam likes Sustainable
Softworks’ IPNetSentry (www.sustworks.com/site/prod_ipns_overview.html); in
Mac OS X, he uses the built-in firewall or Sustainable Softworks’ IPNetSentryX
(www.sustworks.com/site/prod_sentryx_overview.html). If you want more control
over Mac OS X’s built-in firewall, check out the shareware BrickHouse utility
at http://personalpages.tds.net/~brian_hill/brickhouse.html.

®))) NOTE

Zone Labs offers a version of ZoneAlarm that works hand-in-hand with some
Linksys gateways, like the EtherFast BEFW1154 we cover in Chapter 17, Setting
up a Gateway. See Linksys’s Web site at www.linksys.com for details.

I e

When configuring a firewall, the standard approach is to deny all access,
then open specific holes in the firewall. That way, it’s much easier to figure
out what'’s happening in an attack, since the set of possible ways through the
firewall is small. The only downside is that you must spend time determining
which ports to open.

I e

If you use Dantz Development’s Retrospect backup program or Netopia’s
Timbuktu Pro remote control program, you might go crazy troubleshooting
connection problems with certain remote machines. It’s almost always because
the firewall is on. Read the FAQs at www.dantz.com and www.netopia.com
on which ports to open.
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Enabling the Windows XP Firewall

Commercial firewall software may give you more options and a better interface,

but the built-in firewall software in Windows XP will do the job.
In Windows XP, follow these directions to set up a firewall:
1. Open Control Panel, and then double-click Network Connections.

2. Select the connection you want to secure (you can repeat this for multiple
connections).

3. In the left pane, click Change Settings of This Connection under the
Network Tasks area.

4. Click the Advanced button.

5. Check Protect My Computer and Network by Limiting or Preventing
Access to This Computer from the Internet.

Enabling the Mac OS X Firewall

In Mac OS X, enabling the firewall is extremely easy. Follow these steps:

1. Open System Preferences, and click Sharing to open the Sharing preferences
pane.

2. Click the Firewall tab, and click Start.

3. Select any services that need outside access.

4. Click New or Edit to modify the services listed.

NAT (Network Address Translation)

Running NAT on your gateway eliminates the possibility of many break-ins
because NAT addresses are typically private—restricted to the local network—
and thus unreachable from the outside world (see Appendix A, Networking
Basics, and Chapter 16, Buying a Wireless Gateway, for more details on NAT).
Whenever a computer with a private address on the local network requests a
connection with another machine on the Internet, the NAT gateway rewrites
the request so it appears to have come from the NAT gateway, which must run
on a publicly reachable computer.

If someone tries to attack a network protected by NAT, only the gateway is
exposed. A gateway may have some vulnerability, but gateways are typically
much more capable of resisting attacks because their software is so simple and
they don’t have many ports open—possibly none at all. Because gateways don’t
do that much, it’s hard to hijack them.
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Some people call NAT a “passive firewall,” and many manufacturers that
advertise gateways with firewalls are really offering only NAT.

You should be aware that NAT doesn’t protect you from other users on the
same network, such as in a coffeehouse or hotel.
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